3GPP TSG-SA3 (Security)
S3-100830
SA3#60, 28-2 June/July 2010, Montreal, Canada

Source:
ZTE Corporation

Title:
Proposed security requirements for group based optimization
Document for:
Discussion and approval
Agenda Item:
7.9

Work Item / Release:
NIMTC Rel-10

Abstract of the contribution:

This contribution discusses one security requirement for MTC devices in MTC Group.

1. Introduction

This contribution proposes to add the MTC device authentication based on the MTC group based optimization feature.

2. Discussion
In SA1, TS22.368 has specified that:

· A MTC Group is a group of MTC Devices that share one or more Group Based MTC Features and that belong to the same MTC Subscriber.

· MTC Group shall be identified uniquely across 3GPP networks.

· The system shall be optimized to handle MTC Groups. The system shall provide a mechanism to associate one MTC Device to more than one MTC Group.
In SA2, TR23.888 describes that:
· MTC Devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. This optimization may provide easier mode to control/update/charge the MTC devices, in a granularity of group, which may decrease the redundant signaling to avoid congestion. Also the network resource could be saved by using group based optimization when the number of MTC devices is large. The MTC devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC devices is visible from the network perspective.
Thus, for a specified MTC device and one MTC group, whether the MTC device belongs to that MTC group should be clearly determined and authenticated. Otherwise, a malicious MTC device may easily get information of a MTC group. Hence, for a MTC group, a mechanism should be provided to prevent such attack. 
With the above reason, we propose MTC device authentication based on the MTC group. 

3. Proposal

The following pCR is for Tdoc S3-100642, the living document on “Security Aspects of Machine-Type Communications”. 
===============Begin of Change==============

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue -  Group Based Optimization
3.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the SA1/SA2 issues or MTC features, and explanation of the assumptions and potential impact to the network and devices.
MTC devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. The network resource could be saved by using group based optimization when the number of MTC devices is large. The MTC devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC devices is visible from the network perspective.
Group based optimization may provide easier mode to control/update/charge the MTC devices, in a granularity of group, which may decrease the redundant signaling to avoid congestion.
3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
For the MTC group, network will broadcast the signalling and data to the MTC device(s) which belong(s) to the same MTC group. Whether the MTC device belongs to the MTC group should be authenticated. Otherwise, a malicious MTC device may easily get information of a MTC group. Thus for a MTC group, a mechanism should be provided to prevent such attack.
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
To the MTC devices in the MTC system:

· MTC device should be able to mutually authenticate with the MTC Group in the MTC system.
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