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Abstract of the contribution:
In this contribution, the figure 5.1.3.3.1-1 Model for the SRNC relocation key chaining is replaced by a new one, since a NONCE is added to KRNC derivation in order to provide fresh RAN keys at every Idle to Active transition.
1 Introduction
In this contribution, the figure 5.1.3.3.1-1 Model for the SRNC relocation key chaining is replaced by a new one, since a NONCE is added to KRNC derivation in order to provide fresh RAN keys at every Idle to Active transition. And alg-ID which is used to derive CKU/IKU is also added in this figure.
2 Proposed Changes

************************** start of changes ************************

5
Analysis and Design
5.1 
Proposed solution 1

5.1.3 
Signalling Procedures
5.1.3.3
SRNS relocation
5.1.3.3.1
General

Since UTRAN has an anchor in the Serving RNC, and the encryption/decryption and integrity protection is implemented in the SRNC, only when the SRNC is relocated, there is a possibility to update keys. During SRNC Relocation preparation procedure, because Serving RNC may not know whether the target RNC supports KH or not, there is a need to provide legacy support. 
In this procedure, two set of keys are transmitted to the target RNC: the one is the mapping keys CK’/IK’, the other is the enhanced keys. If the target RNC doesn’t support KH, it can’t recognize the enhanced keys. So it will ignore this IE. And the mapping keys CK’/IK’ are used. If the target RNC supports KH, it notices that the enhanced keys are present, so it will ignore the mapping keys, and derive the enhanced IKU/CKU.

The general principle of enhanced key handling at SRNC relocation is depicted in Figure 5.1.3.3.1-1.
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Figure 5.1.3.3.1-1 Model for the SRNC relocation key chaining

The following is an outline of the key handling model to clarify the intended structure of the key derivations. 

Whenever an initial security context needs to be established between ME+ and SRNC+, SGSN+ and the ME+ shall derive a KRNC and a KRNC*. The KRNC and KRNC* are derived from the IK/CK. A Next-hop Chaining Counter (NCC) is associated with each KRNC*. At initial setup, the KRNC is derived directly from IK/CK, and is then considered to be associated with a virtual KRNC* parameter with NCC value equal to zero. At initial setup, the derived KRNC* value is associated with the NCC value one. KRNC and {KRNC*, NCC} are transmitted to SRNC during SMC procedure at initial attachment. 
NOTE: Since the SGSN+ sends the {KRNC*,NCC} value to SRNC at the initial attachment, the KRNC* value associated with the NCC value one can be used in the next SRNC relocation or the next intra-SRNC relocation.
The UE and the RNC use the IKU/CKU derived from KRNC to secure the communication between each other. On SRNC relocation, the basis for the KRNC that will be used between the UE and the target RNC, called KRNC*, is derived from the IK/CK and old KRNC*. On SRNC relocation the target RNC derives IKU/CKU based on the KeNB and the FRESH generated by the target RNC, together with the algorithm ID, which is just the same as initial attachment. 

As KRNC* parameters are only computable by the UE and the SGSN+, it is arranged so that KRNC* parameters are provided to SRNC from the SGSN+ in such a way that forward security can be achieved.
************************** end of changes ************************
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