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*** BEGIN CHANGES ***
6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [29], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [29], is used to authenticate the PDG. The PDG shall authenticate itself to the WLAN UE with an identity. This identity shall be the same as the FQDN of the PDG if the PDG is found through the mechanism defined in [13]. Otherwise the PDG’s identity shall be one of the PDG identities pre-configured in the UE. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in section 2.16 of [29], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in section 2.16 of [29], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.

-
If the Private network access from WLAN 3GPP IP Access is required, then multiple authentications with the 3GPP AAA Server and External AAA Server are performed. The detailed procedure of this access method is described in section 6.1.5.3.

*** NEXT CHANGE ***
6.5
Profile of IKEv2

IKEv2, as specified in ref. [29], contains a number of options, where some are not needed for the purposes of this specification and others are required. IKEv2 is therefore profiled in this section following the requirements of ref. [46]. When IKEv2 is used in the context of this specification the profile specified in this section shall be supported.

Access to services offered by the HPLMN (WLAN 3GPP IP Access) follows a VPN-like approach. In ref. [31] it can be found a set of recommendations of IKEv2 profiles, suitable for VPN-like solutions. On the other hand, ref. [33] sets rules and recommendations for individual algorithms support. Following recommendation from both papers, the below profiles shall be supported by the PDG and the WLAN‑UE:


First cryptographic suite:

-
Confidentiality: 3DES in CBC mode;

-
Pseudo-random function: HMAC‑SHA1;

-
Integrity: HMAC-SHA1-96;

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [33].


Second cryptographic suite:

-
Confidentiality: AES with fixed key length in CBC mode. The key length is set to 128 bits;

-
Pseudo-random function: AES-XCBC-PRF-128;

-
Integrity: AES-XCBC-MAC-96;

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [33].

Third cryptographic suite:

-
Confidentiality: AES with fixed key length in CBC mode. The key length is set to 128 bits;

-
Pseudo-random function: HMAC‑SHA1;

-
Integrity: HMAC-SHA1-96;

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [33].

For all three suites, also Diffie-Hellman group 14 (2048-bit MODP) shall be supported. For security reasons, the use of Diffie-Hellman group 2 (1024-bit MODP) is not recommended. If a larger group is available, it should be used.
For NAT traversal, the NAT support of IKEv2 shall be supported as specified in section 2.23 of [29]. Re-keying of IPsec SAs and IKE SAs shall be supported as specified in [29].

*** NEXT CHANGE ***
Annex E: (informative):
Alternative Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

E.1
Void



E.2
IKEv2 with subscriber certificates
-
The UE and the PDG use IKEv2, as specified in [29], in order to establish IPSec security associations. 

-
Public key signature based authentication with certificates, as specified in [29], is used in order to authenticate the PDG and the UE.

-
A profile for IKEv2 is defined in section 6.5.

*** END OF CHANGES ***
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