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1. Introduction

The low mobility feature of MTC subscriptions has been identified as a key issue in TR 23.888, section 5.6. This issue has security-related aspects that should be studied to identify the threats and assumptions. 
The low mobility feature allows the network to define mobility management procedure configuration parameters aimed at reducing the network signalling and radio connection load.  Threats to the configuration of low mobility can have detrimental effects resulting in network overload. 
In the case that MTC device with low mobility do not move at all like water metering, changing of its location without permitted by operator network will implies that such MTC device is suffered from stolen or illegal removing. This will cause serious impact on the MTC application such as charging and so on. 
Providing location verification may solve this issue and make sure it cannot be moved randomly. 
Below is a pCR.
 3. Proposal

The following pCR is for Tdoc S3-100642, the Security Aspects of Machine-Type Communications. 
===============Begin of Change==============

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue -  Low Mobility
3.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the SA1/SA2 issues or MTC features, and explanation of the assumptions and potential impact to the network and devices.

For MTC Device with low mobility, several use cases have been identified in TR 23.888, section 5.6. These use cases included MTC communication for MTC devices that do not move frequently, may move only within small area (e.g. health monitoring at home) or do not move at all (e.g. water metering).  Some MTC Devices with low mobility may require additional security compared to non-MTC.
3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
It is required for the network to provide a location management mechanism for MTC Devices with low mobility feature to make them correctly move in the limited area or prevent from illegal removal.
4
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil th security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 
4.1 Solution – location management

4.1.1 General

For the MTC Device with fixed location (i.e. not move normally), MTC device shall report the same location identifiers. Network entity such as SGSN/MME shall store the pre-defined location identifier and be able to verify the location identifier by comparing these two identifiers. 
When the MTC Device moves, the SGSN/MME receives the new location information which is reported by RAN or by the MTC Device explicitly and detects that it is different with the pre-defined location information. Then the SGSN/MME can confirm the MTC device move to other area and will send a warning message to the MTC server. 
4.1.2 Impacts on existing nodes or functionality
The SGSN/MME should be able to store the pre-defined location information of MTC device with low mobility feature.

The SGSG/MME should be able to send warning to MTC server that MTC device is not in the fixed location.
================End of Change===============

