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*** BEGIN CHANGES ***
5.4.2
Profiling of IKEv2 

The Internet Key Exchange protocol version may be used for negotiation of IPsec SAs. The following additional requirements on IKEv2 are made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE_SA_INIT exchange:

Following algorithms shall be supported:

-
Confidentiality: 3DES in CBC mode;

-
Confidentiality: AES in CBC mode (RFC‑3602 [29]) with 128-bit key length;

-
Pseudo-random function: HMAC‑SHA1;

-
Integrity: HMAC-SHA1-96;

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [33].
-
Diffie-Hellman group 14 (2048-bit MODP), recommended for IKEv2 according to ref. [33].
For security reasons, the use of Diffie-Hellman group 2 (1024-bit MODP) is not recommended. If a larger group is available, it should be used.
Following algorithms should be supported:

-
Pseudo-random function: AES-XCBC-PRF-128;

-
Integrity: AES-XCBC-MAC-96;

For IKE_AUTH exchange:

-
The use of pre-shared secrets for authentication shall be supported;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Re-keying of IPsec SAs and IKE SAs shall be supported as specified in [32].

For the CREATE_CHILD_SA exchange: 

- 
Perfect Forward Secrecy is optional;

*** NEXT CHANGE ***

5.4.3
IKE interoperability

Although both IKE versions have a lot of features and functionality in common, IKEv1 is not interoperable with IKEv2.    Therefore, this clause lists the necessary IKE requirements in order to ensure proper interoperability between the different NDS/IP nodes in order to set up the needed security associations for the Za and Zb-interfaces.

SEGs shall implement both IKEv1and IKEv2. This ensures that a common version of the Internet Key Exchange Protocol is always supported on Za interface between any two SEGs. Consequently, a hop-by-hop protection is always possible on the path NE-SEG-SEG-NE using one of the two Internet Key Exchange protocols

NOTE 1: A SEG compliant with this specification may have to communicate with a SEG compliant to a former 3GPP Release. In this case the 3GPP standards ensure interoperability between these two SEGs by using IKEv1 to establish the required security associations. 

If both IKEv2 and IKEv1 are available on the Za-interface then IKEv2 shall be used. 

For the Zb-interface, NEs shall implement either IKEv1 or IKEv2, but may also implement both IKE versions. 

NOTE 2: A SEG compliant with this specification may have to communicate with an NE which is compliant to a former 3GPP Release over the Zb interface. In this case the 3GPP standards ensure interoperability between them by using IKEv1 to establish the required security associations. 

NOTE 3: As the use of IKEv2 has certain security and performance advantages over IKEv1, the use of IKEv2 in new NEs is encouraged.

If both IKEv2 and IKEv1 are available on the Zb-interface then IKEv2 shall be used. 

When using Internet Keying Exchange protocol to establish the needed security associations for the Zb-interface between two NEs in the same security domain, it may be possible that no common version of IKE is supported. In this case the use of an intermediate SEG which is compliant to this specification will enable the two NEs to interoperate by establishing the necessary secured connectivity between them.


*** END OF CHANGES ***
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