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Comments on S3-100785 (InterDigital)

In S3-100785, Nokia, NSN, Ericsson and ST-Ericsson present requirements for application SSO in the scope of the APP_SSO.

At SA3meeting #29, guidelines for the design of HSS-related 3GPP specifications were agreed. The SSO system designed considered in APP_SSO contains the HSS as a central entity, bridging IMS and SSO subsystem. Therefore, we add specific HSS-related requirements derived from the mentioned guidelines.
Furthermore, generic requirements related to user privacy in identity federation are added.
This commenting pCR adds additional text to the requirements section for application SSO. In order to distinguish the text from the original one, we used MS Word Track Change highlighting. 
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1
Introduction
The utilization of SIP Digest for SSO for applications should leverage the investments made into the IMS network and enable operators to securely use their infrastructure for popular services and applications. 
2
Discussion
2.1
General Security Considerations
In this study we have to consider different SSO subsystems approaches and their deployments, since that has impact on the required security measures. A SSO service may be deployed by the operator in a stand-alone system, but an operator may also work together with a larger range of SSO providers. Both scenarios are considered possible and depending on the operator strategy likely. Operators may want to partly outsource their SSO services and do not host it within their network (depending on the deployed SSO subsystem). Therefore, many entities within the SSO subsystem may require credentials and authentication information and potentially not all of them are under operator control. This may create additional security risks as even with best effort and programming skills potential security breaks cannot be ruled out. Even if contractual agreements can limit the financial damage, the damage to the reputation and the system itself might be more severe. Hence the right balance between services run by the operator and outsourced services needs to be struck. Furthermore, it must be ensured that the compromise of one SSO service shall not compromise the security of the IMS core or of another SSO service, or an application server. Any credentials used for SSO that are available to application servers or entities outside the operator’s control shall not allow drawing conclusions about the permanent secret stored in the HSS/HLR. This is true in general and hence also relevant for our study where SIP Digest is used as an authentication mechanism for SSO. 
Furthermore, SIP Digest may be perceived as an authentication method that provides a lower level of security than UICC-based methods such as AKA. The SIP Digest-based SSO service should therefore allow indicating the strength of the authentication method used. This enables the operator to provide detailed authentication information to the SSO subsystem and application services. 


2.2
Impacts on Existing IMS Network
Existing deployments of IMS systems represent a considerable investment that operators may want to protect. Introducing a new SSO service requiring modifications to the existing IMS core may be costly and operationally difficult to realize. Therefore, the IMS core network nodes shall not be modified for supporting the new SSO service. In particular, they shall not have to support new interfaces. 
2.3
Impacts to Existing SSO Approaches
The SSO approaches currently specified by 3GPP take into account existing SSO deployments that were not designed by 3GPP, c.f. TR 33.980 and TR 33.924. SSO deployments like Liberty Alliance and OpenID usually do not support telecommunication specific protocols. To make the threshold low for integrating SIP digest authentication as an initial authentication mechanism to the SSO subsystems, the Identity Provider in such SSO deployments should not need to support additional protocols towards the IMS core network, beside the already specified protocols for them. For the same reason, service providers (also called application providers, relying party) should not need to support modifications or extensions for SIP Digest SSO.

The approach to utilize SIP Digest Authentication as an initial authentication mechanism for SSO should be compatible with the already defined 3GPP approaches for interworking with non-3GPP defined SSO systems as defined in TR 33.980 and TR 33.924. 
2.4 Operator Control

The operator should be able to control the security level of the SSO system either by operating the SSO system themselves or by contractual agreements with trusted partners. 
3
Proposal

Based on the investigation above we propose to agree on the above stated principles and them as requirements into the upcoming Technical Report as outlined in the Pseudo Change Request below:
4
Pseudo Change Request

6
Security Requirements

· The design of a SIP Digest-based SSO system shall allow for the possibility of interworking with a larger range of SSO providers. 

· It shall be ensured that the compromise of one SSO service shall not compromise the security of the IMS core or of another SSO service, or an application server. 

· Any credentials used for SSO that are available to application servers or entities outside the operator’s control shall not allow drawing conclusions about the permanent secret stored in the HSS/HLR. 

· The SIP Digest-based SSO service should allow indicating the strength of the authentication method used. 

· IMS core network nodes shall not be modified for supporting the SIP Digest-based SSO service.

· Identity providers and service providers in SSO deployments that were not designed by 3GPP should not need to support additional protocols, besides the protocols already specified for them. 

· The approach to utilize SIP Digest authentication for SSO should be compatible with the already defined 3GPP approaches for interworking with non-3GPP-defined SSO systems as described in TR 33.980 and TR 33.924.

· The operator should be able to control the security level of the SSO system, either by operating the SSO system themselves or by contractual agreements with trusted partners.  
· Where user privacy is required, the design of a SIP Digest based SSO system should not allow affiliated non-IMS domain services drawing conclusions about IMS domain identities, e.g., the SSO subsystem should hide IMPIs from application services.
· Any solution should take into account the following design guidelines for HSS-related security:

· The number of different types of interfaces to the HSS should be minimised in order to keep the complexity of the HSS low. This applies in particular to interfaces over which authentication vectors are retrieved from the HSS as they are highly security-critical.
· In order to minimize any security risks due to excessive use/abuse of authentication vectors, as well as  any performance impact to HSS and AuC, the overall number of authentication vectors requested from the authentication centre as well as the number of requests should be kept low. Mechanisms which make economical use of authentication vectors should be preferred. In particular, mechanisms which avoid bursts in authentication vector requests should be preferred.
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