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Abstract
This paper discusses a proposal that can be utilized by the OpenID framework in order to bootstrap the 3GPP AKA protocol for conducting the OpenID authentication of the users. As such, subsequent session security is achieved by already deployed means. 
In addition, this paper proposes a new Study Item to commence in 3GPP SA3. The scope of this proposed Study Item is encompassing the analysis of the OpenID/AKA Integration mechanism. The aim of this study is to investigate interworking of the operator-centric identity management with the user-centric Web services provided outside of operator’s domains.
The suggested OpenID – AKA method is often perceived as “light-weight”. For the side, the new proposal does not make the situation simpler, but more complex.

This paper focuses on the terminal impacts, the difficulties and the time it may require to deploy the OpenID-AKA approach in the terminal, since those have not been considered at all in the discussion till now. We want to correct the impression, that if this is standardized, then a solution can be taken into use quickly.
On the other hand GBA code for the NAF and the client are publicly available. 

1. Motivation
There is a significant interest in the industry to integrate a large number of 3GPP devices into the OpenID framework, and therefore reuse authentication credentials managed by 3GPP operators by the way of secure and efficient protocols defined by 3GPP.
Application servers today already support the OpenID framework based on assertion of user identity. While OpenID is a well-defined framework, the authentication methodology to support it is purposely left out. As such, any HTTP-based authentication method can be used to allow OpenID  operation. Note that the OpenID 2.0 specification has the flexibility to support multiple authentication methods.
Application servers can be very easily GBA enabled. The NAF functionality that needs to be added is a simple library that can be downloaded and installed (LLA) on request (other alternative see below). It runs on top, for example, Apache server. It can be tested online at a known web site. If you want to program a NAF library yourself, it can be done with less then 1000 lines of code. Hence an OpenID provider can easily be GBA-enabled.
The GBA NAF API file, the servlet for it, the GBA Java Client file, and the GBA Client HTTP file can be downloaded at a public website. 
The Generic Bootstrapping Architecture (GBA), as defined in 3GPP TS 33.220, provides a mechanism for bootstrapping authentication of 3GPP credentials to establish an application level security association. In addition, 3GPP TR 33.924 describes a GBA-based approach for supporting OpenID framework. While this comprehensive solution fully addresses cases where GBA has been deployed, operators cannot expect every service provider outside of 3GPP operators’ domains to support GBA. In particular, solutions described in the TR 33.924 cannot be used in situations where either a network, or an application server, or a device (i.e., UE, or a browser) does not implement GBA [OMA LS]. The OMA LS in S3-100863 mentions as the only example of a reason why GBA cannot be deployed the lack of a UICC/SIM. But the work proposed here also assumes the presence of a UICC as it is based on AKA and would not work for SIM cards. 
If the operator has GBA, the HTTP based authentication flow already works today. One can buy an off-the shelf Nokia Series 60 Phone e.g. E72, E75, N97, N8, N96 and others). The proposed new mechanism also has network impacts; you can not get it for free from the network side. GBA is open source code and part of the Symbian source code. Other vendors can get it as part of Symbian code (you can even look for yourself at the GBA source code).
In addition, the solution described in TR 33.924 enables establishment of application level security, while many use cases may need merely authentication or identity assertion of the 3GPP-based client. This proposal addresses such use cases and possible simplifications of the solution described in TR 33.924. For the terminal side, it does not make the situation simpler, but more complex (see details in the message flow). 
2. Introduction
This contribution proposes a mechanism for integration of OpenID with AKA. This mechanism can be employed in the environments where OpenID relies on AKA for authentication service. 
The proposed mechanism aims to enable interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. Specifically, it addresses integration of OpenID and the 3GPP AKA mechanism, which is essential for operators to leverage their assets and their customers’ trust, while introducing new identity services. Such integration will allow operators to become OpenID providers by re-using the existing authentication mechanisms in which an end-user’s device effectively authenticates the end user. 

A companion contribution proposes a new Study Item, which has a goal of enabling interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. This new Study Item is proposing for SA3 to study integration of OpenID and 3GPP AKA, and to define a framework, which is expected to be complementary to that of TR 33.924.  
It is not complementing it is repeating already defined, deployed, and existing functionality that is on the market.
3. Main features  

Proposed mechanism allows integration of the AKA-based authentication with OpenID. This mechanism has the following features:

· It enables the network operators to provide identity services to the users accessing the Web applications

· It provides users with a Single Sign-On (SSO) across the IMS and web services with an existing ISIM application 

· It allows users to control their public identifiers on the Web as specified in [OpenID]

· It improves user security by engaging a user-trusted network operator in the access control to the Web applications 

This proposal does not take into account the terminal architecture and the related impacts. This is not only the case for Nokia devices, but we will also point out potential issues for other vendors. We have to consider the communication between:

- UICC (SIM; USIM; ISIM)

- browser 

- terminal platform

In particular, we have to deal with cases of native browsers and downloaded browsers (e.g. opera). A solution like the one pointed out below, has strong terminal impacts and is not easy to implement and  it would take quite some time for terminals to appear on the market after the specification work would be done. Also a potential attacks need to be countered, which requires a larger effort. On the other hand, the new proposed mechanism offers only functionality that is already available today with off-the-shelf phones GBA-enabled phones e.g. using the GBA API from the platform.
 4. Entities and the information flow of the mechanism
· User Equipment (UE) - this  entity consist of ME and ISIM. ME is capable of running a Web client and communicating with the ISIM application.
· Application server — an entity providing a Web service. It plays a role of a Relying Party (RP). 
· Web server – this entity is enabled to serve as an OpenID [OpenID] identity provider (OP) and is capable of communicating with HSS. It may optionally share a short-term secret with the Application server (RP) as specified in [OpenID].
· HSS

The information flow of the authentication procedure is depicted by Figure 1. The procedure of establishing the short-term signing key between the Application server and OP is not shown. The figure shows the basic steps of the procedure for two OpenID Options:

a. The OP and the Application server (RP) share a secret

b. The OP and the Application server (RP) do not share a secret

The common steps for both options are 1 through 8. The step 9a is for the Option a only.

The steps 9b, 10b, and 11b are for the Option b only. 
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Figure 1 - Integration of the AKA authentication mechanism with OpenID 

The basic steps are as follows:
1. A UE’s Web client issues an authentication request AuthnOpenID to the Application server. The request includes an OpenID identifier. Note, that this is issued by the browser. Note, that non-native browsers are not able to communicate with the UICC, since this is security sensitive.
2. The Application server, using the presented OpenID identifier, discovers the URL of the OpenID identity provider OP, and redirects the user authentication request to that URL. 
3. User authentication request is redirected to  the URL of the OpenID identity provider OP.
After this step the OP correlates the user identifier with the IMS private and public identifiers.  
4. OP obtains from the HSS the AKA authentication vector AV and the user profile based on the IMPI.

5. OP sends authentication request to UE using the HTTP Digest AKA method specified in [RFC 4169] or [RFC 3310]. The request includes a challenge RAND and a quantity AUTN that enables UE to authenticate the network. Here are several problems:
- This message is sent to the UICC. The UICC is not aware that beforehand the browser has send a request, so if this interface is there, then every application can basically send this request to the UICC and get the CK and IK out.

- The platform may do some access control, but this is not a standard feature and would not work for downloaded browsers like opera. Here the browser wants to access data on the UICC, hence the application needs to be reliably identified and access be granted. This kind of access control, we had the impression, is not commnly available by the platform and most likely NOT supported by many devices.
- Our impression is that UICC access API for the OS and applications is only available from very few vendors and not widely available.
After this step UE authenticates the network as specified in [RFC 4169] or [RFC 3310]. This step implies the assumption that the network is authenticated i.e. this scheme does not work for SIMs.  
6. UE sends to OP a response to the challenge as specified in [RFC 4169] or [RFC 3310]. 

After this step the OP authenticates UE as specified in [RFC 4169] or [RFC 3310]. Note, that and the UICC “handling” software in the terminal needs to inform the browser of the result. In this document no binding between the UICC handling software and the browser application is done.
7. OP sends to UE a signed message asserting that the claimed OpenID identifier belongs to the user. The message is signed by OP with a secret key known to the OP and possibly shared with the Application server for the Option a. For the Option b the message signed with the OP secret key includes a request to redirect the UE’s Web client to the Application server. The details of the signing and redirection procedures are described in [OpenID].  

8. UE’s Web client is redirected to the Application server.

Steps that are specific to the Option a:

9a. After verifying the signature of the response received in step 8, the Application server notifies UE of the authentication result. The Application server uses the secret shared with OP for such verification. If there is a failure in steps 1 through 8, or 9a – the authentication procedure stops.

Steps that are specific to the Option b:
9b. The Application server sends a copy of the message received in step 8 to the OP with a request to verify the signature.

10b. After verifying its own signature, the OP reports the verification result to the Application server. 

11b. The Application server reports the authentication result to UE.

If there is a failure in steps 1 through 8, 9b, 10b, or 11b – the authentication procedure stops.

5. Additional requirements for the entities participating in the authentication

In order to support the described mechanism, the participating entities must meet the following requirements:

· Requirements for the UE
The UE must be capable of:
· Authenticating with the use of the HTTP Digest AKA method 
· Requirements for the Application server

The Application server must be able to support OpenID [OpenID] 

· Requirements for the OP 
The OP must be able to:

· Perform HTTP Digest AKA authentication

· Correlate the user OpenID identifier with her or his IMS public and private identities

· Communicate with HSS

· Serve as an OpenID identity provider [OpenID]
· Requirements for HSS
There are no additional requirements for HSS 

6. Additional requirements for the interfaces between the participating entities
The requirements for the interfaces are as follows:
· The interface between UE and the Application server must support  the OpenID protocol as specified in [OpenID]
· The interface between the UE and OP must support the HTTP Digest AKA protocol [RFC 4169] or [RFC 3310].
· The interface between the OP and HSS must support the Diameter protocol, note that this implies that the OP supports SCTP also! And this is not very common in the internet environment. And this is more than 1000 lines of code.

· The platform needs to provide an API for UICC

· There need to be an access control for this API

· The browser needs to be identified and authorized to get access to UICC API (application certification) or for calling an intermediate UICC-handling software (which then in turn would need to be identified and authorized towards the UICC).
· The browser needs to be aware of the UICC (binding of UICC to the browser) to obtain data from UICC.

· Solution would need substantial changes for SIM support.

And all this to do something that we can do better already today (and for more than just OpenID).

7. References

[OpenID]  OpenID Authentication 2.0 < http://openid.net/specs/openid-authentication-2_0.html> 
[RFC 3310] IETF RFC 3310 (2002), Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) <http://www.rfc-editor.org/rfc/rfc3310.txt>
[RFC 4169] IETF RFC 4169 (2005), Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2 <http://www.ietf.org/rfc/rfc4169.txt?number=4169>.

[OMA LS] Doc# OMA-LS_868-OMA_ARC_OpenID_activities-20100609-A, LS Reply from OMA ARC/SEC to 3GPP SA3
8. Proposal

Create a new Study Item to explore a solution for the use of the AKA protocol in support of OpenID. The expected output of the new Study Item is a Technical Report. 
9. Outline of the proposed technical report.
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OP verifies its own signature (Option b.)





Signature verification with the use of shared secret (Option a.)





HSS 





User Equipment





Application Server


(Relying Party)





OP


(Web server)











1. AuthnOpenID request





2. Redirect request to IdP





5. Auth. request, challenge





4. Get AV & user profile based on IMPI





6. Response 





9a. Return auth. result





7. Return signed authentication result with redirection





9b. Request signature verification 





10b. Signature verification result





Messages for the Option a








3GPP


