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Abstract of the contribution: This contribution provides details of how the NAS signalling could be enhanced to provide device authentication of the Relay Node 
Introduction 
One of the major issues in relay security is ensuring that the relay node is authenticated as a device before it is allowed to fully operate as a relay node. In particular if there are two authentications, one at the LTE access layer and one at the IPsec layer, it is essential to ensure that the two authentications and resulting secure connections terminate in the same network. A second issue is that if a UICC is used to provide the AKA functionality on the relay node, then the root keys that are the basis of AS security would be exposed and hence any user traffic protected only by AS security would be compromised.

This contribution describes a solution for both of these problems. It achieves this by enhancing the AKA flows to include a device challenge that relates to a key held on the relay node  itself. This challenge process also produces keying material that is used to generate (a new type of) KASME, thereby binding the EPS AKA authentication and subsequent security to the particular relay node.
High level solution description
In this solution, the device authentication is proposed to work in conjunction with the standard EPS AKA access authentication. The solution assumes that the device has been provisioned with a device_root_key that can be used to send encrypted traffic to the device and that is uniquely associated to the device_identity. For the rest of this paper, the device_identity is assumed to be the IMEI of the device. The device_root_key may be either a key that is shared securely between the device and the network or a public key of the device certificate. If the device is using certificate(s), the associated private key(s) of the device are stored securely in the device. In the following descriptions, the device_credentials are either the device certificate or a pointer to it (e.g., device_identity). In the latter case, the pointer allows the network to identify the public key or the associated shared key.  
However, we believe that it is preferable to use certificates rather than shared keys, as this approach avoids the need for the network to permanently keep track of the shared key associated with each device. For this reason, the remainder of the discussion will focus on the use of certificates.
The device_credentials allow an network entity to form the device_challenge (see below) and to check the revocation status of the device (e.g., check whether the device credentials have been compromised).  It is further assumed that a secure part of the device stores the sensitive device keys such as the private key associated with the certificate. Furthermore, it is assumed that the secure part of the relay node performs all cryptographic operations that make use of these sensitive keys.

Whenever the network wishes to perform device authentication, it creates a device_challenge and sends it to the device in a relevant NAS message. The device computes the device_response and returns it to the network in a response NAS message. The device uses the data in device_challenge and device_response to calculate KASME_D. KASME_D is the equivalent key to KASME defined in E-UTRAN (see TS 33.401) except that it is bound to the device (more specifically, the device_root_key) as well to the KASME resulting from EPS AKA authentication. If the network receives a valid device_response, the network also calculates KASME_D.

The calculation of device_challenge, device_response and KASME_D are as follows:

device_challenge = Edevice_root_key (device_temp_key), network_nonce
where  EK(data) means data encrypted with key K, and network_nonce is a suitable size random number (e.g., 128 bits) chosen by the network. The encryption algorithm can be either asymmetric (in this case the device_root_key is the public key associated with the device certificate). The device_temp_key is a suitably sized (e.g., 256 or 128 bits ) random number chosen by the network.

Note: It is assumed that both the device and the network may keep device_temp_key between authentictaions for optimization purposes. If so, the first parameter is optional.

device_response is calculated as

device_response = device_nonce, device_res
where device_nonce is a suitably sized random number  (e.g., 128 bits) chosen by the device; and 

device_res = KDF (device_temp_key, network_nonce, device_nonce)

where KDF is a suitable pseudo-random function.
Finally, the calculation of KASME_D is as follows: 

KASME_D = KDF (device_temp_key, KASME, network_nonce, device_nonce)

where KASME is the one freshly generated as part of the EPS AKA authentication. Note that the device authentication process here is running in the same NAS messages as those used for the AKA procedure. 

 KASME_D is treated same as the KASME in E-UTRAN, except that KASME_D is bound to the Relay Node device authentication and the EPS security context resulting from KASME_D is always stored in the Relay Node and not on a UICC.
Security analysis

From the DeNB and rest of the network’s perspective, the Relay Node has been sucessfully authenticated and hence it is acceptable to authorise the DeNB to enable relay functionality, e.g. to send user keys to the Relay and allow it to send/receive user data. 
The Relay Node is effectively a slave of the DeNB and network, and it can only serve users for whom the network provides keys. Because of this, there are no security concerns for the Relay Node regarding sending data to a network which has provided the keys used to communicate with that user. 

The authentication proposal is independent of the method chosen for protecting signalling traffic across the Un interface between the Relay Node and the DeNB.

Attach flow

The flow shows the Attach procedures for a Relay Node using  NAS messages used for EPS AKA enhanced to support the device authentication as described in this contribution.  It is assumed that presenting the device identity upfront will not lead to any privacy issues for relay nodes. It is also assumed that the MME is responsible for forming the device_challenge and checking the revocation status of the Relay Node. This flow assumes that the RN has been already provisioned by the operator and has device_credentials that the MME will accept (more discussion of this issue is contained in the management of the RN section) but does not have an E-UTRAN security context that the MME is willing to use. The description of the flows only note where the new IEs are sent. 
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1. Relay sends Attach Request including  device_credentials 
2. MME fetches RN subscription and authentication information from HSS
3. MME sends Authentication Request including device_challenge
4. Relay responds with Authentication Response including device_response. Relay and MME can also calculate KASME_D at this point
5. MME sends NAS Security Mode Command to start using the security context based on KASME_D
6. Relay responds with NAS Security Mode Complete
7. MME sends Attach Complete
Changes to NAS messages

The following changes will be needed to NAS messages to support this solution for Relay Nodes. 
Attach Request:

IE to carry device_credentials
Authentication Request
IE(s) to carry device_challenge = [Edevice_root_key (device_temp_key)], network_nonce
Authentication Response
IE(s) for device_response = device_nonce, device_res
Management of Relay Node 

An advantage of this proposal comes in the management of the Relay Node. It is shown in the below call flow that a Relay Node can be managed exactly like any other eNB. This is achieved by allowing the Relay Node access to the management boxes based on the EPS AKA credentials only and then issuing a certificate for the device_root_key. The below flow assumes that the RN does not have a device_credential that the MME is willing to accept (e.g., device only has vendor credentials, but the network requires the operator issued credentials). 
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1. The Relay Node is provisioned with manufacturer- or vendor-supplied credentials.
2. The Relay Node and MME performs a standard EPS AKA, just as a normal UE would, i.e. at this stage the Relay Node does not have a device_credential the MME is willing to accept. 
3. The subscription information retrieved by the MME indicates that the authenticating UE is actually a Relay Node. As a result, the MME authorizes the RN to only sets up a bearer to allow the Relay to communicate with management nodes.
4. The Relay Node uses the credentials provided in step 1 to authenticate to the operator CA/RA and set up a secure connection with it. The operator CA/RA creates any associated certificates and sends them to the Relay Node over this secure connection.
5. The Relay Node connects to an OA&M node for further configuration and provsioning. Once the management operators are completed, the OA&M system may issue a management command to re-attach/restart the Relay Node.
6. The Relay Node and MME performs an re-authentication using the  enhanced device authentication as described above.
7. The MME authorizes the Relay Node to provide service to UEs.
Proposal

It is proposed that the following pCR is included in the relay living document.

pCR text 
7.6 Solution 5 – Enhanced AKA to include device authentication

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
7.6.1 General

In this solution, IPsec is used to protect the contol plane signalling. The user plane traffic will be protected by the AS level security with the authentication procedures enhanced between the network and RN in order to provide authentication based on credentials stored on the RN. 
7.6.2 Security Procedures

7.6.2.1 General

IPsec will be used to protect the S1-AP/X2-AP interface between the RN and DeNB exactly as for eNBs as described in clause 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic.

The user plane data is proteced by the AS level security. The EPS AKA procedure is run to authenticate the UICC in the RN and the network. The AKA run also provides the keying material for the AS level security. Additional IEs are included in the some NAS messages in order to provide authentication between the RN and network based on credentials stored on the RN. This would prevent threats 2, 4c and 4d.  Threat 5 is mitigated by using keys for the E-UTRAN that result from both the AKA and authentication based on credentials on the relay node.  
7.6.2.2 Enhanced AKA authentication 

7.6.2.2.1 High level description
In this solution, the device authentication is proposed to work in conjunction with the standard EPS AKA access authentication. The solution assumes that the device has been provisioned with a device_root_key that can be used to send encrypted traffic to the device and that is uniquely associated to the device_identity. The device_identity is assumed to be the IMEI of the device. The device_root_key is a public key of the device certificate. The associated private key(s) of the device are stored securely in the device. In the following descriptions, the device_credentials are either the device certificate or a pointer to it (e.g., device_identity). In the latter case, the pointer allows the network to identify the public key.  

The device_credentials allow an network entity to form the device_challenge (see below) and to check the revocation status of the device (e.g., check whether the device credentials have been compromised).  It is further assumed that a secure part of the device stores the sensitive device keys such as the private key associated with the certificate. Furthermore, it is assumed that the secure part of the relay node performs all cryptographic operations that make use of these sensitive keys.

Whenever the network wishes to perform device authentication, it creates a device_challenge and sends it to the device in a relevant NAS message. The device computes the device_response and returns it to the network in a response NAS message. The device uses the data in device_challenge and device_response to calculate KASME_D. KASME_D is the equivalent key to KASME defined in E-UTRAN (see TS 33.401) except that it is bound to the device (more specifically, the device_root_key) as well to the KASME resulting from EPS AKA authentication. If the network receives a valid device_response, the network also calculates KASME_D.

The calculation of device_challenge, device_response and KASME_D are as follows:

device_challenge = Edevice_root_key (device_temp_key), network_nonce
where  EK(data) means data encrypted with key K, and network_nonce is a suitable size random number (e.g., 128 bits) chosen by the network. The encryption algorithm can be either asymmetric (in this case the device_root_key is the public key associated with the device certificate). The device_temp_key is a suitably sized (e.g., 256 or 128 bits ) random number chosen by the network.

Note: It is assumed that both the device and the network may keep device_temp_key between authentictaions for optimization purposes. If so, the first parameter is optional.

device_response is calculated as

device_response = device_nonce, device_res
where device_nonce is a suitably sized random number  (e.g., 128 bits) chosen by the device; and 

device_res = KDF (device_temp_key, network_nonce, device_nonce)

where KDF is a suitable pseudo-random function.
Finally, the calculation of KASME_D is as follows: 

KASME_D = KDF (device_temp_key, KASME, network_nonce, device_nonce)

where KASME is the one freshly generated as part of the EPS AKA authentication. Note that the device authentication process here is running in the same NAS messages as those used for the AKA procedure. 

 KASME_D is treated same as the KASME in E-UTRAN, except that KASME_D is bound to the Relay Node device authentication and the EPS security context resulting from KASME_D is always stored in the Relay Node and not on a UICC.

7.6.2.2.2 Security Analysis

From the DeNB and rest of the network’s perspective, the Relay Node has been sucessfully authenticated and hence it is acceptable to authorise the DeNB to enable relay functionality, e.g. to send user keys to the Relay and allow it to send/receive user data. 

The Relay Node is effectively a slave of the DeNB and network, and it can only serve users for whom the network provides keys. Because of this, there are no security concerns for the Relay Node regarding sending data to a network which has provided the keys used to communicate with that user. 

7.6.2.2.3 Attach flow

The flow shows the Attach procedures for a Relay Node using  NAS messages used for EPS AKA enhanced to support the device authentication as described in this contribution.  It is assumed that presenting the device identity upfront will not lead to any privacy issues for relay nodes. It is also assumed that the MME is responsible for forming the device_challenge and checking the revocation status of the Relay Node. This flow assumes that the RN has been already provisioned by the operator and has device_credentials that the MME will accept (more discussion of this issue is contained in the management of the RN section) but does not have an E-UTRAN security context that the MME is willing to use. The description of the flows only note where the new IEs are sent. 
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1. Relay sends Attach Request including  device_credentials 
2. MME fetches RN subscription and authentication information from HSS
3. MME sends Authentication Request including device_challenge
4. Relay responds with Authentication Response including device_response. Relay and MME can also calculate KASME_D at this point
5. MME sends NAS Security Mode Command to start using the security context based on KASME_D
6. Relay responds with NAS Security Mode Complete
7. MME sends Attach Complete
7.6.2.2.4 Changes to NAS messages

The following changes will be needed to NAS messages to support this solution for Relay Nodes. 

Attach Request:

IE to carry device_credentials
Authentication Request
IE(s) to carry device_challenge = [Edevice_root_key (device_temp_key)], network_nonce
Authentication Response
IE(s) for device_response = device_nonce, device_res
7.6.3 USIM Aspects in RN scenarios

A standard USIM could be used and as the KASME_D is bound to the Relay Node, then there is no need to protect the Relay Node to UICC interface. 
7.6.4 Enrolment procedures for RNs for backhaul link security 

An advantage of this proposal comes in the management of the Relay Node. It is shown in the below call flow that a Relay Node can be managed exactly like any other eNB. This is achieved by allowing the Relay Node access to the management boxes based on the EPS AKA credentials only and then issuing a certificate for the device_root_key. The below flow assumes that the RN does not have a device_credential that the MME is willing to accept (e.g., device only has vendor credentials, but the network requires the operator issued credentials). 
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1. The Relay Node is provisioned with manufacturer- or vendor-supplied credentials.

2. The Relay Node and MME performs a standard EPS AKA, just as a normal UE would, i.e. at this stage the Relay Node does not have a device_credential the MME is willing to accept. 

3. The subscription information retrieved by the MME indicates that the authenticating UE is actually a Relay Node. As a result, the MME authorizes the RN to only sets up a bearer to allow the Relay to communicate with management nodes.

4. The Relay Node uses the credentials provided in step 1 to authenticate to the operator CA/RA and set up a secure connection with it. The operator CA/RA creates any associated certificates and sends them to the Relay Node over this secure connection.

5. The Relay Node connects to an OA&M node for further configuration and provsioning. Once the management operators are completed, the OA&M system may issue a management command to re-attach/restart the Relay Node.

6. The Relay Node and MME performs an re-authentication using the  enhanced device authentication as described above.

7. The MME authorizes the Relay Node to provide service to UEs.


Editor’s Note: It is FFS whether the same credential is used at at the E-UTRAN layer as the one used in IKE and/or for securing the relay management protocol
