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Abstract of the contribution: This contribution considers the addition of device integrity checking for the Relay Node in the LTE architecture 
Discussion
The current living document has identified “Control of the RN platform”, threat 6, section 2.3, as a valid threat to the Relay Node security. If an attacker controls the RN platform, he will be able to eavesdrop on traffic and even might be able to modify traffic. Gaining control of the RN platform could be achieved by different means, such as the installation of malicious software, either via remote, network-accessible or local interfaces. Since Relay nodes will also be located in areas lacking physical protection, where an attacker could possibly gain access to the platform, the attack surface is broad.   Device authentication itself cannot detect such an attack unless it is bound to the operational integrity of the device.This could include a secure start up process of the device. Furthermore, if the integrity checks and verification require communication / reporting to the network, the integrity checks should be bound to the authentication procedures.
An integrity check can be performed by the RN by comparing the result of a measurement (typically a cryptographic hash) of a component (e.g. software/firmware, configuration parameters, other integrity-sensitive data) to a trusted reference value. If these values agree, the component is considered to be successfully verified. Reference measurements can be provided by manufacturers or the MNO itself, and are referred to as trusted reference values.The trusted reference values must be stored securely. The integrity of the device is successfully verified when all the components needed for the trusted operation of the device are successfully verified against their trusted reference values.   What may constitute a requirement for ‘trusted operation’ of the device may depend on MNO’s policy. The Relay Node may need a capability to protect, interpret and enforce any such policy that may reside in it. 
Proposal

It is proposed that SA3 agree with the above analysis regarding relay node device integrity check. It is further proposed that SA3 agree that below pCR to capture this in the living document
pCR Text

***************  START OF FIRST CHANGE ****************

6.2 Device Integrity check
The Relay Node should perform a device integrity check upon booting and before connecting to the donor eNB.  The process of device integrity check should be protected from tampering or unauthorized execution. The following requirements should be considered:
· The device integrity check should initiate from a secure boot process, during which integrity checks and verifications against trusted reference values are performed.  

· A secure domain for secure storage and execution (i.e. a Relay-node Secure Environment) should be bound to the device

· The secure domain should be capable of knowing which components (e.g. software, configuration parameters, and other integrity-sensitive data) of the device should be checked for their integrity. Such knowledge may come from a MNO’s policy resident on the Relay Node. Any such policy should be securely protected for confidentiality and integrity. 

· The integrity of a component can be verified within the secure domain by comparing the result of a measurement ( e.g., cryptographic hash) of the component to the component’s corresponding trusted reference value.  The trusted reference values should be protected and bound to the source of the trusted reference values as well as to the device itself. Such protection and binding may be provided physically (e.g. in a secure memory) or logically (e.g. by cryptographic means). 

· If the measurement value and trusted reference value agree, and the trusted reference value is the correct version, the component is successfully verified and can be started.

· The secure domain should check the integrity of all components necessary for trusted operation of the device. Any individual component should be started only if its integrity check is successful.

· The integrity of the device is verified successfully if all components necessary for trusted operation of the device are verified successfully.

· Access to critical information required for relay node authentication procedures (e.g. authentication keys) depend on the results of the device integrity check, according to operator policy.

· A failed device integrity check should be reported to the network (if the relay node is capable).

· A relay node which fails integrity checks for some components could allow for remote and secure recovery procedures, which restore device integrity (e.g. via software/firmware upgrade) according to operator policy.

**************** END OF FIRST CHANGE ****************



























































































































































































































































































































































































































































































































