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Abstract of the contribution:
This contribution proposes a security architecture for the use of relay nodes in EPS. This architecture is based on the solution elements available from the living Tdoc S3-100656. Its main features are: (1) use of IPsec between RN and DeNB for protecting the integrity of S1 and X2 signalling, but no other traffic over Un; (2) use of a secure channel between USIM and RN; (3) autonomous validation of the RN platform; (4) a logic in the RN and the DeNB tying the preceding elements in a secure way.

The proposed solution is an enhancement of solution 4 in clause 7.5 of the living Tdoc S3-100656. We accepted all revisions in clause 7.5 of S3-100656. The revisions visible below are our proposed changes. 
Start of pseudo CR:
7.5 Solution 4 – IPsec for control plane and secure channel between RN and USIM


7.5.1 General


The main features of this solution are: (1) use of IPsec between RN and DeNB for protecting the integrity of S1 and X2 signalling over Un, but not for protecting any other traffic over Un; (2) use of a secure channel between USIM and RN; (3) autonomous validation of the RN platform; (4) a logic in the RN and the DeNB tying the preceding elements in a secure way. 
The overhead caused by IPsec may be considered negligble as there is little signalling traffic compared to user plane traffic. The overhead may be further reduced by the use of IPsec ESP in transport mode instead of tunnel mode. The choice of transport mode is possible here as the DeNB is the first IP hop from the RN. 

7.5.2 Security Procedures


The start-up of an RN proceeds in the following steps: 

Certificate enrolment and communication with an OAM server prior to the RN attach procedure
E1. The RN optionally obtains an operator certificate through the enrolment procedures defined in TS 33.310. Details can be found in clause 7.5.4.

E2. The RN optionally establishes a secure connection to an OAM server. Details can be found in clause 7.5.5.

E3. The RN detaches from the network if it has attached for performing steps 1 or 2 and deletes the NAS security context in the RN and the USIM, if any.

RN attach procedure
A1. The RN performs an autonomous validation of the RN platform. 

A2. The RN and the USIM establish a TLS connection using certificates on both sides according to the Secure Channel mechanism specified in ETSI TS 102 484. The RN uses a pre-established certificate or the certificate enroled in step E1. The private key corresponding to the RN certificate is stored in the secure environment of the RN platform validated in step A1, and the TLS connection terminates there. From this step onwards, all communication between the USIM and the RN is protected by the secure channel. It is ensured by step E3 that no NAS security context exists in the RN or the USIM immediately prior to the set-up of the secure channel between USIM and RN. 

A3. The RN performs the RN attach procedure for EPS as defined in TS 36.300. From a security point of view, this implies running EPS AKA, then establishing NAS security between RN and MME-RN, and AS security between RN and DeNB. 

A4. The RN initiates IKEv2 to establish an IPsec ESP security association in transport mode with the DeNB. The IPsec traffic selectors are to be chosen such that precisely S1 and X2 traffic is protected by this security association. Only integrity protection (message authentication) is required, for encryption the NULL transform shall be used. This step shall be performed by the RN only if the preceding steps A1, A2, and A3 were successful. 

A5. The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

7.5.3 USIM Binding Aspects in RN scenarios


The support of the secure channel mechanism described in clause 7.5.2 requires the USIM to use a certificate. This certificate needs to be pre-installed in the UICC by the operator. 

The certificate shall allow limiting its use to USIMs in the context of relay node architectures (e.g. through a suitable name structure, or a particular intermediate CA in the verification path, or an attribute, e.g. in the OID field.)

The requirement of restricting the possible combinations of particular RNs and particular USIMs is ffs, cf. clause 2.3.7. If such restrictions are required then authorization is required that could be enforced in at least one of the following ways: 

(1) The RN knows the authorized USIMs by configuration;

(2) The successful set-up of a secure channel between USIM and RN assures the RN of an identity related to the USIM, and the OAM server tells the RN the authorized identities, and the RN performs the check whether this combination of USIM and RN is authorized; 

(3) This solution is the same as (2), except that the RN tells the OAM server the identities of USIM and RN, and the OAM server performs the check whether this combination of USIM and RN is authorized; 

(4) The DeNB sends the RN device identity in a new S1 message to the MME-RN, and the MME-RN performs the check whether this combination of USIM and RN is authorized.
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