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Abstract of the contribution:
This pCR to NIMTC living document (or NIMTC TR) discusses the threat of MTC device theft, related to unauthorised personal use. Requirements to reduce value of stolen MTC device are proposed.
1. Introduction
SA3 has been tasked to study security for the NIMTC work item. This includes to identify threats and to set requirements.  This contribution addresses the threat related to MTC device tampering and theft. These are‘security’ considerations, however they could also be related to another of SA prioritized features for NIMTC: ‘subscription handling’.
Mobile devices intended for personal use are attractive for theft and unauthorized usage, especially if not protected by device- or SIM-locks. Theft would be less of a threat if such effective locks were always present. However, irrespective of such technical measures a mobile device for personal use is physically protected against theft by its user. For the MTC device, personal protection against theft is normally not there. Remaining protection measure is to reduce value and usability of stolen device. 
To reduce risk of fraud, we would like to see a clear separation of machine-to-machine services to that of personal communication services.

This pCR proposes to agree that MTC device theft or related unauthorized use is a threat.  Requirements related to this threat are also proposed. 
2   Suggested change
3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
· The MTC device can be stolen, with the intention of unauthorised use of subscription

· The MTC UICC can be stolen, with the intention of cloning, tampering, or unauthorised use of subscription 
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
1. The MTC device shall be useless for personal communication services.

2. The UICC and the MSIM of the MTC device shall be useless for personal communication services.

3. Proposal

The threats and requirements listed in section 2 are proposed to be included in clauses 3.1.2 and 3.1.3, respectively, NIMTC security living document / TR. 
