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1
Introduction
In the LS R2-103441 from RAN2 to this SA3 meeting RAN2 asks SA3 to verify that their CR in R2-103442 to the Rel-9 RRC protocol is acceptable from security point of view.
This paper provides an analysis of the CR.
2
Analysis
2.1
Summary of CR

The CR proposes that the message MBSFNAreaConfiguration shall be allowed to be sent 

· unprotected before AS security has been activated,

· without integrity protection after AS security has been activated,

· and without ciphering after AS security has been activated.

The reason for allowing this is that the message is sent on the MCCH (Multicast Control CHannel) and hence cannot be protected using today's security mechanisms. 

It is noted that LTE does not provide any protection for multicast or broadcast communications below the application layer.
2.2
MBSFNAreaConfiguration and possible attacks
The MBSFNAreaConfiguration message is sent on the MCCH at regular intervals and only UEs that that receive MBMS receive the message. The message contains information on how the UE shall configure its radio to be able to receive MBMS services. For example, the message includes which sub frames are allocated for a certain MBMS service delivery. 
This information corresponds to the system information sent to the UE. It also has a corresponding message in UMTS MBMS.
2.2.1
DoS

An attacker modifying any of these parameters will cause all UEs listening to that message to configure their radios incorrectly. This could be used to form a DoS attack against the UEs. However, the effect of the attack does not seem to be long lasting. The UEs will not receive MBMS service or will receive the incorrect MBMS channel. If the UE receives the wrong MBMS channel, the security applied at the application layer (TS 33.246) ensures that the application does not present the data to the user as being the requested data. The data will be decrypted to garbage or discarded due to not verifying the integrity protection. If the UE is tricked into listening to something that is not even an MBMS channel, the same effect occurs (assuming the data even reaches the application layer). At any rate, the user is likely to re-start (and re-initialize) the MBMS application.

More or less the same attack can be performed towards UEs by modifying the MasterInformationBlock which is broadcast in LTE.
Since UEs are reading the MBSFNAreaConfiguration message at different times, the attacker has to effectively modify all messages to ensure that all UEs read a modified version of the message. If the attacker modifies a single message he must be lucky if that particular message is read by a UE. This means that the attacker has to be active more or less continuously, i.e., the attack is in a sense comparable to radio-jamming.
Integrity protection of this message would have prevented this particular attack possibility, but an attacker could instead simply do radio-jamming or modify other system information blocks that are broadcast. Integrity protection would probably also have to be achieved via a signature, since if a group key is used for integrity protection, the attacker can simply join the group as a regular UE and get access to the key before performing the attack.
Confidentiality protection of the MBSFNAreaConfiguration message adds no protection against injection/modification.

This is a semi-persistent DoS attack.
2.2.2
Attacks on higher layer services

MBMS services can be protected on the application layer using TS 33.246. These services would not be affected by modifications on of the MBSFNAreaConfiguration message. From the application layer services' point of view this would only show up as higher packet drop rates. These services have to be designed with that the underlying transport is not reliable anyhow, so this does not constitute any additional attack options.

Other broadcast and multicast services such as ETWS are not protected on the application layer by TS 33.246. They do, however, have their own security protection and are also designed to cope with lost messages.

Integrity protection of this message would have prevented this particular attack possibility, but an attacker could instead simply do radio-jamming or modify other system information blocks that are broadcast. 

Confidentiality protection of the MBSFNAreaConfiguration message adds nothing. Higher layer services provide their own confidentiality protection as needed.

No attacks seems possible against higher layer services (except for non-persistent DoS)
2.2.3
Attacks towards the network
The message is sent from the network to the UE only. The only way the attacker can affect the system is to modify/inject a message so that one or many UEs ends up listening to the incorrect multicast channel. The UEs never transmit on the multicast channels. 

Therefore no attacks towards the network are possible because of the MBSFNAreaConfiguration message not being protected.
2.2.4
Incentive for attacks

It seems that the only possible attacks are of semi-persistent DoS type. An attacker could degrade the LTE MBMS service by injecting these types of messages, but it is questionable if it is worth the effort. A radio-jamming device would be much cheaper and more effective.
3
Conclusion and proposal
No severe security risks have been identified for which integrity protection or confidentiality protection would help.

The CR does not pose any severe security risks, and it is proposed that SA3 accepts the CR. 

There should be no need for a reply to RAN2 as RAN2 only asked SA3 to notify RAN2 if there was a problem with the CR.
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