SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — SA3#60
S3-100769
28 June - 2 July 2010
Montreal, Canada
Source:

Ericsson, ST-Ericsson
Title:

Freshness for vertical key derivation
Document for:

Discussion and decision
Agenda Item:

8.2
Work Item / Release:

FS_UKM
1
Introduction
In SA3 meeting #59 it was proposed to introduce a solution for vertical key derivation in UTRAN key hierarchy. It was proposed to introduce a COUNT value sent from the ME_U+ to the network which shall be included in the key derivations to provide freshness. This solution was introduced in proposal 2 in the TR 33.ukh.
This paper attempts to discuss alternatives to use a COUNT value, and is evaluates if these different ways to provide freshness to the key derivations give better or worse properties than using a COUNT in the uplink. 
The analysis suggests that all options except timestamps are feasible, but that sending a counter in uplink or in downlink or using a two-sided nonce based protocol probably requires least work on the details.
It is proposed that the pCR below which analyzes different options for the freshness parameter is included in the UTRAN key management enhancements TR as part of Solution 2 (since this one deals with vertical key derivations only). However, it is not immediately obvious exactly where the best position in the clause is, so it is suggested that SA3 discusses this.
NOTE: To align with the terminology in TR 33.ukh, the following terms are used in this contribution:
ME_U+
A UMTS only terminal aware of the "UTRAN key hierarchy"
ME_U
A UMTS terminal not aware of the "UTRAN key hierarchy"
SGSN, MSC/VLR, RNC
Legacy nodes, not upgraded to support the "UTRAN key hierarchy"

SGSN+, MSC/VLR+, RNC+ 
The corresponding nodes upgraded to support the "UTRAN key hierarchy"
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X
Freshness options for vertical key derivations

X.1
Timestamp
Using timestamps as input to key establishment protocols works well in settings where the peers can be assumed to have relatively synchronized clocks and where the key establishments are not more frequent that the expected deviation of the clock sync. In the case of IDLE to ACTIVE transitions in UTRAN, it seems unlikely that the UE and the NW will have clocks so well synchronized that it can cater for the frequency of required key establishments. Therefore timestamps are not suitable as freshness input in this study.
X.2
Counters
Uplink counter
Solution 2 proposes that the ME_U+ includes a COUNT value in initial layer 3 message to the core network. This COUNT value is increased in the ME after it has been sent in the initial layer 3 messages to the SGSN.

When ME_U+ moves during IDLE mode and enters a new cell, then the ME_U+ is not aware of whether this cell belongs to a new SGSN or not. The ME_U+ neither knows whether it is a SGSN+ or a legacy SGSN when it sends the initial layer 3 message. The ME_U+ therefore needs to always provide a new COUNT value in the initial layer 3 NAS signaling message to the SGSN.

If ME_U+ connects to a SGSN+ after being connected to a legacy SGSN, then the SGSN+ does not have any stored COUNT value and can therefore not check the received COUNT value from the ME_U+ (i.e. whether its greater than or equal to the stored COUNT). This could imply that ME_U+ or an attacker may replay the same COUNT values in the new SGSN+. But if the old SGSN was a legacy SGSN, then it ether was using a CKl/IKl key set received from an updated SGSN+ or it uses a normal, legacy CK/IK. In both cases it is guaranteed that the CKs/IKs the new SGSN+ is using have never been derived using any COUNT before. Therefore no replay attack which results in the same CKs/IKs being derived in the SGSN+ and ME_U+ is possible, even if an attacker replays the COUNT.

Also if the COUNT was altered in between the ME_U+ sent it and when the SGSN+ receives it, the ME_U+ and SGSN+ would derive different keys. The RRC SMC would hence fail integrity protection verification in the ME_U+. It does not seem possible to do a replay attack that fools both ME_U+ and the network into using an old key.  It would not be known to the ME_U+ or the network why the RRC SMC procedure failed though, only that it failed.

It would be possible to record an initial NAS message from a ME_U+ and then replay it to a different SGSN+). The UL COUNT value would then be re-used, but this attack would however be stopped by the the fact that the keys (CKs/IKs) would be different in the new SGSN+ so the integrity protection of the RRC SMC would fail verification in the ME_U+. 
As the counter is kept in each SGSN+, this implies that both the SGSN+ and the ME_U+ can be assured about the freshness of the key regardless of the subsequent signaling as long as the ME_U+ stays with the same SGSN+. There is no need to transfer the counter between different SGSN+s when there is a change of SGSN+: replay of a message to a new SGSN is taken care of by using different keys in the target SGSN+ and by the fact that the UE will reject the subsequent RRC SMC.

Downlink counter

Using a downlink counter from the network to the ME_U+ has much in common with using an uplink counter. However, in this case it is the UE that does not get any freshness guarantee until the RRC SMC complete message is rejected by the network (due to key mismatch as a result of a replay attack). The counter could be included in the security mode control procedure.

X.3
NONCE 

X.3.1
One sided nonce

Nonce allocated by ME_U+
The ME_U+ could use a 32 bit value, allocated randomly, call it NONCEUE. 

As a new NONCE value is allocated in ME_U+ in each Attach Request, Service Request and Routing Area Update Request message, the ME_U+ is ensured that at a change of SGSN the NONCE value included to the SGSN+ is unique. This NONCE could be used as input to derive the keys CKS and IKS as described in the proposal 2, replacing the COUNT parameter:

· CKS and IKS can then be calculated as follows CKS || IKS = KDF(KASMEU, NONCEUE)

The SGSN+ does however not get any freshness guarantee for the keys with this approach. The result of this is that (unless the SGSN+/SMC+ stores all NONCEs which is infeasible), it is possible for an attacker to replay the same initial layer 3 message to the SGSN+ and even to a different SGSN. In case the message is replayed to an SGSN, the result is that the SGSN+ will derive the same CKs/IKs and will use them for downlink traffic. The result is a two time pad.  However, if integrity protection is enabled by the network, the first downlink message will be an RRC security mode command. The ME_U+ is supposed to reply with an RRC security mode complete message (which shall be integrity protected). This implies that since the attacker is assumed not to have access to the CKs/IKs he cannot integrity protected the message and the network will not allow the attacker access. 

No serious attacks have been identified if a nonce is used instead of a counter in this case. However, a one sided nonce approach is not inherently immune to replay attacks. It relies on subsequent signalling to provide the protection. This complicates the analysis and hence a one-sided nonce approach is not recommended. If this approach is still taken, solid reasoning must be supplied for all possible cases of signalling that follows to ensure that no replay attack is possible.

Nonce allocated by the network

For the same reasons given for the approach where the ME_U+ allocates the nonce, it is not immediate that the use of a single nonce is secure and if this approach is taken, complete and solid reasoning needs to be supplied for all possible cases of signalling following the initial layer 3 message.
X.3.2
NONCE values allocated in both ME_U+ and SGSN+

The ME_U+ and SGSN+ could use a 32 bit value, allocated randomly respectively, named NONCEUE and NONCECN.

As a new NONCEUE value is allocated in ME_U+ in each Attach Request, Service Request and Routing Area Update Request message to the SGSN+, the ME_U+ is ensured that at a change of SGSN the NONCEUE value included to the SGSN+ is unique and differently from previously NONCEUE value in previous SGSN+:s. This NONCEUE could be used as input to derive the keys CKS and IKS as described in the proposal 2, replacing the COUNT parameter (see further below). In addition, the SGSN+ also allocates a new NONCE value (i.e. NONCECN) at idle to active mode transition, to achieve freshness on both sides, and this NONCECN is used as input as well to derive the keys CKS and IKS as described in the proposal 2:

· CKS and IKS which are calculated as follows CKS || IKS = KDF(KASMEU, NONCEUE, NONCECN)

The SGSN+ would with this approach ensure that even if the NONCEUE is replayed from an attacker, the SGSN+ would still get a guarantee of freshness because of NONCECN when deriving CKS || IKS. 

Since both sides (ME_U+ and SGSN+) are assured of the freshness of their own inputs this approach ensures both sides that the keys are fresh. Due to that this approach gives such guarantees, there is no reliance on subsequent signalling to provide the guarantee 
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