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1. Introduction

This contribution is a pCR for the key management of the secure connection of the NIMTC security living document. 

2. Discussion
SA1 has defined Secure Connection in TS 22.368, section 7.2.10 as below:
The MTC Feature Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server.

For the Secure Connection MTC Feature:

-
It shall be possible for a network operator to provide network efficient security for connection between MTC Server and MTC Devices even when some of the devices are connected via a roaming operator.

SA1 has clarified in the LS that the intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server.

So here we would like to how to provide key management for the security connection.  
3. Proposal

===============Begin of Change==============

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue - Secure Connection
3.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the SA1/SA2 issues or MTC features, and explanation of the assumptions and potential impact to the network and devices.

· The MTC Feature Secure Connection is intended for use with MTC Devices that require a secure connection between the MTC Device and MTC Server. 
· Based on SA1 information, it uses UICC to enable the exchange of the security keys between the MTC Device and MTC Server..
3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
Network shall provide key management mechanism for MTC Device and MTC Server by using UICC. 
4
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil th security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 
4.1 Solution – Application end to end security connection key generation based on UICC

GBA, as specified in TS 33.220, is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements. 
Under NIMTC scenario, MTC device acts as UE which generates a NAF key derived from the bootstrap key Ks, and MTC server acts as NAF which received the NAF key from the BSF. Then MTC device and MTC server can set up secure connection based on this shared NAF key.
================End of Change===============

