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1. Introduction

The MTC device triggering feature has been identified as a key issue in TS 22.368, section 7.1.2. This issue has security-related aspects that should be studied to identify the threats. 
2. Discussion
MTC device trigger is a common service requirement identified by SA1 in TS 22.368, section 7.1.2. It indicates that this requirement shall be solved first. Therefore, the security aspects of this issue should also be studied first. MTC device triggering allows a MTC device to receive a trigger indication from the network whenever the MTC device is online. It could be harmful if there is a fake network entity that forces a trigger to the MTC device. Treats to this requirement will be analysed, and requirements and solutions will be provided as following: 
 3. Proposal

The following pCR is for Tdoc S3-100642, the Security Aspects of Machine-Type Communications. 
===============Begin of Change==============

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue - MTC device triggering
3.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the SA1/SA2 issues or MTC features, and explanation of the assumptions and potential impact to the network and devices.

MTC device triggering requirements are defined in TS 22.368, section 7.1.2. Several use cases shall be considered in this living document as follows:
-
A MTC device receives a trigger indication when it is offline.
-
A MTC device receives a trigger indication when it is online, but has no data connection established.

-
A MTC device receives a trigger indication when it is online and has a data connection established.

3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
We think this feature meets the following threat:

· False network attack: When a MTC device is offline, the attacker can impersonate a network to send a trigger indication to the MTC device. 
Although there are existing mechanisms in the current network to prevent a MTC device to connect to a false network, there is still an issue. MTC devices are different from UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC device and waste its power. So the false network attack is more serious for MTC devices compared to non-MTC communications and therefore we need to improve the network to deal with this security threat.
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
The MTC trigger indication signaling to awaken the MTC device shall be protected so that the MTC device will not receive fake triggering messages from a false network.
4
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil th security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 
4.1 Solution – Triggering Protection
4.2 4.1.1 General
There are some solutions to solve the MTC device triggering issues as following:

· Solution 1, If the MTC device is offline, the MTC Device should be able to validate the network identity when it receives a trigger indication. It will reject the triggering indication from the last attached network. 
· Solution 2, If the MTC device is offline, the network should protect the trigger indication message by using the last security context stored in the network and the MTC Device.
4.1.2 Impacts on existing nodes or functionality
For the first bullet solution, a MTC device should store the last attached network identity. When it receives a triggering indication, it should compare the network identity from the present indication and the stored identity.
For the second bullet solution, a MTC device and network entities should store the last security context used when the MTC device was attached in the network. 
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