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1. Introduction

This contribution is a discussion paper to analyze the relay user authentication.  
2. Discussion
Since the RN is seen by the Donor eNB as an UE, so user authentication is needed and the user authentication has to be UICC based. So we need to add the user authentication for the RN in the section 3. 
So we propose the following changes as below:

===============Begin of Change==============

3. Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MME needs to be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN needs to be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 
Relay user authentication is mandatory, which is based on UICC.
Relay device authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed.
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, USIM aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail

================End of Change===============

















































