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1. Introduction

This contribution is a discussion paper to analyze the security problems related to OAM for the alternative 2, and proposed some ways to solve this problem. 
2. Discussion
2.1 Problem statement 

In the current relay security living document, we agreed that ”hop by hop protection model shall be used in the relay architecture” in the section 4.1.2. 
But if we reuse this hop-by-hop protection mechanism on the communication between RN and OAM system, there is a security issue shown as below. 
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Figure 1: RN and OAM

As shown in the figure, we can see DeNB is in the middle of RN and OAM. In RN’s alternative 2 architecture, DeNB acts as a proxy and can get all communication data between RN and OAM. So if RN does not differentiate the user data and OAM data, then when OAM sends software or configuration data like configuration parameters to the RN, DeNB will also get these parameters because it will switch them from the link between OAM and DeNB to the link between RN and DeNB. 
So the security risk is: If the RN and DeNB are provided by different vendors, one vendor’s privacy about RN’s configuration data and preference will be known by another vend But this is not preferred by vendors. 
2.2 Analysis 

This risk is raised because DeNB will get all the communication data including sensible OAM data between RN and OAM. 
If RN can differentiate normal user data and OAM data, then RN can perform different security model, for example, for normal data, it can still use the hop by hop between RN and DeNB; but for the OAM data, RN can perform end to end model like TLS between the RN and DeNB. 
So conclusion 1: RN should have separate security model for the normal user data and OAM configuration data. Furthermore, this issue shall impact the function of RAN3, so it is better send an informative warning to inform RAN3 this issue.

So conclusion 2: It is necessary to send an early warning LS to inform RAN3 about this issue.
3. Proposal

Based on the analysis above, we propose as below:

1. Share the security risk and send LS to RAN 3 and SA5 on this risk.

2. RN should have separate security model for the normal user data and OAM configuration data. 
===============================Begin of Change==============================

3. Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MME needs to be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN needs to be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.

Mutual authentication between RN and network shall be supported. 

Relay device authentication is mandatory. 
Editor’s note: There are many different solutions for meeting this requirement.

The DeNB shall not accept or send S1-AP and X2-AP message from/to the RN until a successful Relay device authentication has happened.

Security of RN Management shall be guaranteed. RN should have separate security model for OAM configuration data.
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. Confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane data transferred on Uu interface, i.e. provide optional confidentiality protection on Un interface.
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.

Both user plane and control plane must be considered as they may not require the same level of protection.

The RN platform shall protect from reading and/or modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 

RN specific device security features, e.g. security storage of sensitive data, device integrity check, USIM aspects, shall be considered. 
Editor’s Note: Platform security requirements should be considered in more detail

================================Next of Change==============================

4. Security Architecture

4.1 Security protection type for relay node on User UE’s S1 interface and X2 interface

4.1.1 Analysis

In the Alt 2 which is selected by RAN2/RAN3, there are 2 kinds of GTP tunnels exists: the tunnel between RN and DeNB and the tunnel between DeNB and core network. DeNB should decompress the message from one tunnel and switch them to the other. So if the data is encrypted, DeNB needs to decrypt the data first.
When User UE’s signaling or user data transferred to relay node, there are 2 kinds of protections between relay node and core network entities for S1 interface and X2 interface: end to end protection and hop by hop protection

· When E2E protection is used to protect UE’s message between relay node and User’s MME/SGW in S1 interface, or between relay node and another eNB during User UE’s handover, User UE’s messages are transferred directly from relay node to User UE’s MME/SGW which are transparent to the DeNB. So DeNB cannot compose the messages in this assumption.
· When H2H protection is used to protect UE’s message between relay node and User UE’s MME/SGW, or between relay node and another eNB during User UE’s handover. The protection will be applied into 2 hops separately. One hop is between relay node and DeNB, and the other is between DeNB and network entities(User UE’s MME/SGW or another eNB). Under this assumption, DeNB should decrypt data from one link then switch the plain data to another link. So DeNB can compose message in this case.

So hop by hop protection is proper to be used in relay’s alternative 2 architecture.
4.1.2 Security protection architecture

Then, based on the analysis above, when the protection is applied to relay node and network entities, hop by hop protection model shall be used in the relay architecture

4.2 Security protection type for relay node about OAM communication
4.2.1 Analysis
If we want to reuse this hop-by-hop protection mechanism described in section 4.1.2 on the communication between RN and OAM system, there is a security issue existed for the communication. 
In RN’s alternative 2 architecture, DeNB acts as a proxy and can get all communication data between RN and OAM. When OAM sends software or configuration data like configuration parameters to the RN, DeNB will get these parameters because it will switch them from the link between OAM and DeNB to the link between RN and DeNB. 
If the RN and DeNB are provided by different vendors, one vendor’s privacy about RN’s configuration data and preference will be possible known by another vendor who made this DeNB.
This risk is raised because DeNB will get the communication data between RN and OAM. So the simplest solution to solve this problem is to provide end-to-end confidentiality protection between RN and OAM. As there are IPsec tunnels existed between RN and DeNB, TLS tunnel shall be used for protecting the communication between RN and OAM system.
4.2.2 Security protection architecture

Based on the analysis above, End-to-end protection model shall be used in the relay architecture for OAM communication.
================================Next of Change==============================

5.5 RN management

Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.
Communication between RN and OAM system shall be protected by end-to-end model, for example, TLS.
================================End of Change===============================
