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1. Introduction
This contribution is an accompany pCR to the PPT contribution S3-10xxxx. In the slideset we analysed that using IKE can bring benefit for establishing IPsec, so we made a new proposal for Relay Node’s authentication by using AKA key as IKE pre-shared key. With the discussion, we propose a pCR to into this living document.
2. pCR
=================Begin of Change================
7.x AKA for Relay Node authentication and IPSec protection
7.x.1 General
In this solution, AKA is performed for mutual authentication between Relay Node and core network, and generate keys for AS communication and IP communication. IPsec is used to protect the control plane signalling. The user plane traffic will be protected by the AS level security. We use IKE and AKA key will be used as the pre-shared key to the IKE, because it can provide more dynamic configuration and negotiation on the security parameters.
7.x.2 Security Procedures
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Figure x: AKA for IKE

The EPS AKA procedure is performed to authenticate the UICC in the Relay Node and core network. 
1. When RE connects network as a legacy UE, AKA shall be performed, and KASME is generated by Relay Node and its HSS. MME will get KASME from HSS.
2. RN and MME generate the KeNB independently, MME send the KeNB to DeNB, then both RN and DeNB share KeNB and related keys like KRRCenc, KRRCint, etc.
3. SMC negotiation is complete between RN and core network. And PDCP bearer will be generated and protected

4. A special KIKE will be generated by KASME in RN and RN’s MME simultaneously..
5. This KIKE will be transferred from RN’s MME to DeNB if the key is generated in MME.

6. The key KIKE can be used for IKE authentication pre-share key instead of certificate. 
7. IPsect tunnel will be generated by IKE and protection will be actrivated.
After that, AS security communication and IPsec communication are all set up. Then AS security can be used to protect user plane data and IPsec can be used to protect control plane data between RN and DeNB.
7.x.3 USIM Aspects in RN scenarios

It uses the USIM, and there are the following ways to make sure it is secure binding between the USIM and RN.

1. Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484.

2. Physical binding between the Relay node and the UICC

7.x.4 Enrolment procedures for RNs for backhaul link security
This solution does not need to provide device certificate for Relay Node.
=================End of Change==================
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