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Abstract of the contribution:
A general assumption for the RAN group is that the Relay-Node will access the network as the legacy LTE UE. If this will also be the assumption for SA3, USIM shall be naturally considered for Relay-Node accessing the network.For the USIM used in Relay Node,it is either removable or integrated.This document provides some security threats analysis from different aspects of using the removable USIM in Relay Node, and requirements are proposed to mitigate the security treats when removable USIM is used in Relay-Node.
1. Security threats and possible solution analysis
When USIM was removed from an authenticated Relay-Node in following scenarios, the following threats could be identified:

1) Before the Relay-Node trying to access the netwok:

USIM removing from the Relay-Node leads to the USIM based authentication for the Relay becoming impossible.If the Relay USIM information was cloned and put in an UE, free charging may be problem when the network elements may not be able to detect whether the data usage associated with the cloned USIM is normal UE data or Relay-Node data.   
2) After the Relay-Node accessing the network and have got the IP connectivity (but without the Relay-Node device authentication):
In this condition, when a USIM was removed from the Relay-Node, if the Relay-Node UE（ME part）should remove all the AS security key and thus lead the RRC connection of the Relay-Node released, just as the same security context handling logic as for LTE UE in TS 33.401, The security threats for multiple Relay-Nodes use the same UICC to access the network should not be possible because the another relay using the same UICC would have to be registered and authenticated while the original one should have all AS security context deleted when the UICC was removed. If the UICC is not cloned, only one Relay-Node should be able to use the removable USIM to access the netwok and get the IP connection.
3) After Un interface function has been activated and Relay-Node is serving the UE;

When the USIM was removed from the authentivated Relay-Node, when Relay-Node is still serving the UEs, according the now existing LTE UE mechanism, the AS security key will be deleted from Relay-Node UE(ME),and the RRC connection will be released, also no DRBs( RN) will be matained. But considering the Relay-Node case, the Relay-Node is still serving the UEs, so it may be better to first send out alarm message and try to keep the UE service ongoing, for example handover the UE to another possible target cell. And after some mitigation mechanisms are used (e.g. forcing the UE to terminate after warning or alarming), the RN could go back to idle state since there is no UICC in the Relay-Node.
4) When Relay-Node is in idle state:

When the Relay-Node is in idle state, since no data will be transferred between Relay-Node and  other network elements (e.g. DeNB), new AS security context could be derived from the NAS security context if it is still stored in the USIM when the USIM is re-inserting in the Relay-Node again. According to the mechanism when USIM was removed from UE for LTE UE, the security context should be deleted from ME. So, without USIM in the Relay-Node, the Relay-Node will never go to ECM-CONNECTED state from ECM-IDLE state. So there will be no potential security threats here.
So based on the above analysis, these are the general security threats for the removing the USIM:

1. impacts the ongoing service for the UE for which it is attached to the Relay-Node;

2. leads to the free charing when the netwok element could not differentiate the data traffic between Relay-Node itself and the UE that is attached to RN.
3. The Relay-Node should be identified by device ID instead of USIM ID when USIM is removable and not always bound to a particular Relay-Node for topology management reasons (e.g. moving RN to better coverage area for optimal performance and/or coverage).

2. Proposal
It is proposed to add the following sentence to the living document:

6.3 USIM aspects

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

When RN attaches to the network via the legacy UE attach procedure to authenticate the UE, the legacy USIM shall be used in authentication. Preventing the attacks on removable USIM in RN needs to be considered. Possible methods of preventing this attack include physically integrating the RN and USIM together, a logical binding foe example using a secure channel between the RN and UICC or some other binding method that is not between the RN or USIM.

Editor’s Note: No decisions have yet been taken on the viabilitiy of these methods.
When a removable USIM is used in Relay-Node device, the possible ME-USIM like interface should be consided to mitigate the seurity threats for multiple Relay-Nodes using the AS security context  based on the same UICC card. Given the Relay-Node’s eNB role, keeping the ongoing service of the UE attached to the Relay-Node even when UISM card was removed from the Relay-Node should also be considered.

