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*****************************Start of changes******************************
7.1
Device Validation

The H(e)NB shall support a device validation method where the device implicitly indicates its validity to the SeGW or H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the SeGW.  However, H(e)NB should be given limited access to a H(e)MS to support remediation even when it cannot be successfully authenticated by the SeGW due to the failure of device integrity checking.
NOTE 1: When validation fails, the actions and functions allowed by the H(e)NB are very limited (e.g. software download, power-down command, re-configuration).
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE 2:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.

****************************End of changes*******************************
*****************************Start of changes******************************

8.3.2.2
Device Validation

The H(e)NB shall support a device validation method whereby the device implicitly indicates its validity to the H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the H(e)MS. However, H(e)NB should be given limited access to a H(e)MS to support remediation even when it cannot be successfully authenticated by the SeGW due to the failure of device integrity checking.

NOTE 1: When validation fails, the actions and functions allowed by the H(e)NB are very limited (e.g. software download, power-down command, re-configuration).
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE 2:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.
****************************End of changes*******************************
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