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1
Introduction
The use of FRESH to ensure that keys are not re-used in the enhanced key hierarchy is not secure and needs to be modified to provide security.
2
Analysis
In the enhanced UTRAN key hierarchy, the current way to incorporate the FRESH value in the derivation of the keys (CKU/IKU) to protect the air interface when going from IDLE to ACTIVE mode is as follows:
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The SRNC+ generates the random FRESH value and sends this to the ME+. Both SRNC+ and ME+ uses the FRESH to ensure that the CKU/IKU are fresh. This is however not secure.
There is no freshness parameter included in the KASMEU derivation, so the same KASMEU is sent to every RNC. The following attack is possible:

1. ME+ is in IDLE mode and goes to ACTIVE mode in RNC1+.

2. RNC1+ receives KASMEU from the SGSN and sends FRESH1 to the ME+ (this FRESH1 has to be sent in clear text since it needs to be known before the ME+ can derive any encryption key).

2a. Attacker records FRESH1 when it is sent over the air in clear text.

3. ME+ and RNC1+ derive CKU/IKU from KASMEU and FRESH1.

3a. Attacker records all encrypted communication between ME+ and RNC1+.

4. ME+ goes to IDLE mode and moves into an area served by RNC2+ which is controlled by the attacker.

5. ME+ goes to ACTIVE mode in RNC2+.

6. RNC2+ gets KASMEU from SGSN to be able to compute the new CKU/IKU. 

6a. Attacker takes the received KASMEU, the recorded FRESH1 and computes the CKU/IKU used between ME+ and RNC1+. The attacker can now decrypt the recorded traffic sent between ME+ and RNC1+.
The corresponding situation in LTE is also the reason why LTE uses a freshness parameter together with KASME to compute the KeNB. It is proposed that instead of including the FRESH value when computing CKU/IKU, a freshness parameter is included in the derivation one step higher up in the key hierarchy so that every RNC+ gets different keying material. 
3
Conclusion and proposal
An attack has been shown against UKH which is applicable because each RNC+ receives the same keying material. 

An alternative has been proposed, namely that the freshness parameter is included one layer higher in the key hierarchy.

It is proposed that the proposal is endorsed by SA3 and that the corresponding change (which can be found in a pCR in S3-100495) is agreed for inclusion in the UKH TR. 
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