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* * * 1st change * * * *

15.2.2.1
General
UEs that are in limited service state, shall initiate emergency attach to receive emergency EPS services. 

Authentication may fail for an emergency attached UE or normally attached UE when trying to make an emergency call.

As defined in TS 23.401 [2] and as a serving network option, emergency calls may be established in limited service mode without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. 

The following are the only identified cases where the "security procedure not applied" option may be used:

a)
Authentication is impossible because the USIM is absent;

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure;

c)
Authentication is impossible because the USIM is in limited service mode in the serving network (e.g. there is no roaming agreement or the IMSI is barred, etc.);

d)
Authentication is possible but the serving network cannot successfully authenticate the USIM. 

If the ME receives a NAS SMC selecting EIA0 (NULL integrity) for integrity protection, and EEA0 (NULL ciphering) for encryption protection, then:

- the ME shall mark any stored native EPS NAS security context on the USIM /non-volatile ME memory as invalid; and 

- the ME shall not update the USIM/non-volatile ME memory with the current EPS NAS security context. 

These two rules override all other rules regarding updating the EPS NAS security context on the USIM/non-volatile ME memory, in this specification.

If EIA0 is used, i.e., the UE is in unauthenticated LSM; and the NAS COUNT values wrap around, and a new KASME has not been established before the NAS COUNT wrap around, the NAS connection shall be kept. 
NOTE: For unauthenticated emergency calls, EIA0, i.e., null integrity algorithm, is used for integrity protection. Additionally, as the NAS COUNT values are allowed to wrap around, the initialization of the NAS COUNT values are not crucial. However, it is recommended that the uplink and downlink NAS COUNT values are set to start value (i.e. 0) in the UE and the MME for the first received NAS SMC. Uplink and downlink NAS COUNT should also be incremented for every NAS message that uses EIA0.
A UE with a 2G SIM shall be considered to be in unauthenticated LSM in E-UTRAN. A UE with a 2G SIM shall at an emergency call IRAT handover to E-UTRAN be considered to be in unauthenticated LSM. In such a scenario, EIA0 shall be used in E-UTRAN after handover. 

A handover from E-UTRAN to another RAT, of an unauthenticated emergency call, shall result in an unauthenticated emergency call in the other RAT.
* * * End of change * * * *
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