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1. Introduction

The low mobility feature of MTC subscriptions has been identified as a key issue in TR 23.888. This issue has security-related aspects that should be studied to identify the threats and assumptions, and to provide mitigating solutions. 
2. Background

The security aspects of this issue should be studied as this topic involves MTC Devices with the low mobility. The low mobility feature allows the network to define mobility management procedure configuration parameters aimed at reducing the network signalling and radio connection load.  Threats to the configuration of low mobility can have detrimental effects resulting in network overload.
3. pCR

The following pCR is for Tdoc S3-100302, the Security Aspects of Machine-Type Communications. If a TR for Security aspects for NIMTC is agreed to be started during SA3#59, we propose that the contents of this pCR document, if approved or approved with modifications, to be transferred to the new TR as well. 
**** Start of changes ****
5.3
Key Issue – Low Mobility
5.3.1
Issue Details
For MTC Device with low mobility, several use cases have been identified in TS 22.368.  These use cases included MTC communication for MTC devices that do not move frequently,  may move only within small area( e.g. health monitoring at home) or  do not move at all (e.g. water metering).  Some MTC Devices with low mobility require additional security based on the nature of the information communicated.  For example, health monitoring at home requires the data communication must be integrity protected and may also indicate a need for time critical delivery.  The low mobility feature is aimed at reducing the mobility management procedures and thus reducing the load on the network.  

Attacks on low-mobility MTC Devices which result in their inability to communicate properly might go undetected for relatively long periods of time, due to the relatively infrequent occurrences of network signalling. This could have a serious impact on the ability of some M2M services to be operated effectively. For such services, this could place limits on the extent to which mobility management procedures could be reduced.

5.3.2
Threats

5.3.2.1
Attacks on Software and/or Configuration of low-mobility MTC device. 

This significant threat is of fraudulent software updates and configuration changes, which could go undetected for a relatively long period of time, as defined by the low mobility configuration parameters. This could be a serious problem for some M2M services if the mobility management configuration does not take this into account. For example, if the DRX cycle time on a device has been changed by an attacker, the frequency at which the device wakes up and listens to the paging channel differs from frequency at which the network is allocating paging resources.  Such a scenario may result in the MTC user trying to send a page to the device that is not listening ot the paging channel.   The network paging response to unanswered pages is to send some number of subsequent paging messages to the device.  For multiple devices this would result in an increase in the signalling load and resource allocation on the network that may result in DOS for other devices.  

5.3.2.2
Attacks on network-originated commands to reduce frequency of mobility management procedures or to simplify them

This threat is related to the ability of the network operator to dynamically instruct the MTC device to reduce the frequency of mobility management procedures or simply mobility management, as captured as one of the functional requirements for low mobility in TS 22.368. Such ability could introduce a threat where malicious attackers, who can masquerade as the network operator, might send frequent or repeated commands to a large number of MTC devices to reduce the frequency of mobility management procedures or to simplify such procedures. This could cause the affected MTC devices to respond and perform, e.g., cell update procedures too frequently and consequently overloading the network with signalling.  Furthermore, an unauthorized change in the frequency of mobility management procedures could affect the ability of the network to send location updates and paging requests to the device.  

   

5.3.3
Security Requirements
The security requirements for mitigation of threats to the key issue of low mobility include the addition of the following requirements:                        
1.  Any function or data on the MTC device used in low-mobility management procedures should be protected against unauthorised modification or invocation.

2. Low-mobility management procedures should take into account the possible need for unscheduled communications for some services, e.g. in the event that a device detects an attack.

3. A device should be able to detect and reject any unauthorised mobility management commands originating from the network.

**** End of changes ****

