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	Reason for change:
(

	The CR 0314 presented in S3-091812 at the SA3 adhoc September 2009 was agreed and later rubber stamped in SA3#57. The report from the adhoc states:

S3-091812
33.401 CR: Correction of replay protection with EIA0 (Rel-9)
Decision: 

The document was agreed.
The report from SA3#57 states:

S3-091918
Agreed CRs from SA3 ad hoc September '09

Decision: 

The document was approved with modifications.

However, the SA3#57 report mentions no modifications to CR 0314 or that it should have been rejected. The conclusion must therefore be that CR 0314 was agreed and should have been implemented in TS 33.401 Rel-9. This does not seem to have been done though and the changes of CR 0314 are hence re-introduced in this CR.

The sources of CR 0314 are: Alcatel-Lucent, Ericsson, ST-Ericsson, Qualcomm Europe.
In addition to the changes in CR 0314, clause B.0 and the figure in clause B.2.1 are corrected so that also the NAS-MAC and XNAS-MAC are covered, not only the MAC-I and XMAC-I.

For the benefit of the reader, the original reason for change is included below in italics. 
The current sentence 

"All processing performed in association with integrity shall be exactly the same as with any of the integrity algorithms specified in this annex." 

in the Clause B.0 mandates the receiver checking for all zeros (X)MAC-I/(X)NAS-MAC due to the text in clause B2.1 to which it is refering:

“The receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.”

This check serves no purposes and hence should be removed

	
	

	Summary of change:
(

	Remove mandating the receiver to perform the integrity and replay protection check for EIA0. 

Addition of text clarifying that replay protection shall not be activated when EIA0 is used.
Correction of figure.

	
	

	Consequences if 
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not approved:
	Unnecessary check leading to inefficient and incorrect implementation of EIA0 which could lead to dropped emergency calls.
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*** BEGIN CHANGES ***
B.0
Null ciphering and integrity protection algorithms

The EEA0 algorithm shall be implemented such that it has the same effect as if it generates a KEYSTREAM of all zeroes (see subclause B.1.1). The length of the KEYSTREAM generated shall be equal to the LENGTH input parameter. The generated KEYSTREAM requires no other input parameters but the LENGTH. Apart from this, all processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms specified in this Annex.

The EIA0 algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I/NAS-MAC and XMAC-I/XNAS-MAC of all zeroes (see subclause B.2.1). Replay protection shall not be activated when EIA0 is activated. All processing performed in association with integrity (except for replay protection) shall be exactly the same as with any of the integrity algorithms specified in this annex except that the receiver does not check the received MAC. 

NOTE 1: The reason for mentioning the replay protection here is that replay protection is associated with integrity. 
EIA0 shall be used only for emergency calling for unauthenticated UEs in LSM.

NOTE 2: a UE with a 2G SIM is considered to be in LSM in E-UTRAN.
NOTE 3: EEA0 and EIA0 provide no security.

*** NEXT CHANGE ***
B.2.1
Inputs and outputs

The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e MESSAGE. The DIRECTION bit shall be 0 for uplink and 1 for downlink. The bit length of the MESSAGE is LENGTH.

Figure B.2-1 illustrates the use of the integrity algorithm EIA to authenticate the integrity of messages.
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Figure B.2-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)

Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using the integrity algorithm EIA. The message authentication code is then appended to the message when sent. For integrity protection algorithms which are not EIA0 the receiver computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.
*** END OF CHANGES ***
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