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3
Justification *

In the e-mail environment the instance of spam – the common name used to refer to bulk Unsolicited Communication (UC) where the benefit is weighted in favour of the sender – has proliferated in recent years. This development hinges upon the fact that setting up of communication (e.g. e-mail) to numerous recipients can be automated easily at no or negligible cost to the sender. Since the same may become true also for IMS based communication (e.g. for IMS VoIP) – especially when IMS peering on a global scale starts to emerge – there is a real threat that UC will occur also in mobile communications networks developed by 3GPP. UC can thus jeopardize the success of IMS and have strong impact on mobile operator’s business especially because IMS is expected to provide core services like voice. Therefore, recommendations and solutions should be developed against UC in IMS that protects end customers and operator services. Subscribers should be protected against the annoyance that UC causes, and operators should be protected against the bandwidth use, the risk of denial-of-service, incorrect charging, and bad reputation that follows with UC.
With the above issues in mind UC prevention solutions are being developed in several standardization bodies. OMA is developing solutions on Categorization Based Content Screening (CBCS), which is limited to offline checking of stored content, as opposed to real-time evaluation during session establishment. TISPAN has already concluded a general feasibility study on preventing UC in the NGN in TR 187 998 009 and will now specify UC prevention solutions that handles specific issues related to TISPAN access in TS 187 034, but not that related to common IMS. The work done in IETF (RFC 5039) concludes that a combination of several techniques is needed and that four core recommendations that can be made: Strong Identity, White Lists, Solve the Introduction Problem, and Don't Wait Until It's Too Late.
3GPP has the responsibility to take care of the common IMS part. As unsolicited communication is expected to target IMS services, recommendations and solutions for protection against UC in common IMS should be developed by 3GPP SA3. Protection against UC in IMS should take advantage of IMS specific strengths and should minimize impact (if possible) and reuse already standardized solutions such as strong identities, NDS, and SS. 
A technical report (TR 33.937) on PUCI was developed by 3GPP SA3 where the identification, marking and reacting (IMR) and extension of supplementary services (SS) as well as using contextual information in combination with IMR and SS were studied. TR 33.937 studied general background and high level solution possibilities for PUCI and in the course of the work issues needing further studies were identified, Therefore this WID proposes to start a more focused TR and TS on PUCI concentrating on specific items.
4
Objective *

The objective is to perform a focused study and develop a specification based on items identified in TR 33.937 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”. The points to be further studied and potentially specified are: 
· Information to be stored in the HSS; this could range from a simple flag upto a complete PUCI profile of the user because it is possible to store selected information in the HSS or in the PUCI AS.
· Invoking of 3rd party PUCI AS or Supplementary Services (SS) depending on configuration.
· Response from SS or 3rd party PUCI AS with possible SCORE and/or other PUCI information depending on configuration.
What type of PUCI information should be exchanged (e.g. scoring information, contextual information), how this information should be structured, or even between which nodes the information should be sent. 
· Interworking with non-IMS networks.
· Types of communication that should/can be covered by PUCI, and how the different types of communication affect the PUCI solution.
· How much of PUCI that can be achieved via prevention and how much needs to be done via treatment.
· If and how PUCI information should be sent inside SIP. This will likely mean also coordination with IETF.
· If and how the proposed PUCI solutions interwork with SRVCC, ICS, and service continuity.
· PUCIF to PUCIF communication.

· Use of existing methods of user notification for PUCI communication.
· Mitigation of source identity spoofing, especially from non-IMS networks, on the effectiveness of the PUCI mechanism.
· Illustrative use of standardized PUCI features in typical deployment scenarios.
The PUCI solution will adhere to the following design principles:

· No new capabilities are required on the IMS Core elements. For example the support of iFC, initial Filtering Criteria, in S-CSCF as the basic IMS function is good enough to redirect SIP signals to a PUCI AS.
· There will be new originating and terminating S-CSCF triggers. For example PUCI AS can be triggered by utilizing the existing iFC.
· No impacts to the UEs or its interfaces, including the Gm interface or user interface.
· PUCI processing will be performed in an Application Server.

· If SCORE and other PUCI related information needs to be signaled between carriers, it shall originate and terminate in a PUCI AS. Thereby being transparent to the IMS Core. For example SCORE and other PUCI related information can be carried in the SIP header as an optional information element.
· The TS will not mandate user notification or user interaction, but if there is user notification, only existing methods will be used, as not to impact the UE or usage experience.

· The SCORE and other PUCI related information will be defined at a generic level, with their specific meanings being left to operator policy. 

· Mapping of SCORE and other PUCI related information between carriers will be per interconnection agreements.

· The invocation of PUCI, thresholds, and actions taken will be based on the contractual relationship between the user and the carrier, where the thresholds are based on operator policy.

· PUCI processing may be performed on behalf of IMS and non-IMS users, including PSTN users.

· National legislature and/or operator policy may impact the PUCI actions to be taken.

· PUCI may apply to all IMS services to include and not limited to: session based services (voice, video), messaging, and data delivery.
5
Service Aspects

The proposed work item will allow operators to provide new UC prevention services for IMS to their customers (beyond what is available in today’s network). Furthermore, UC prevention services are expected to give customers more confidence in using existing and future IMS based communication services.
6
MMI-Aspects

Since UC prevention services may block certain traffic from the recipient user, special care must be taken to allow the user sufficient control over these services. Also regulatory requirements concerning customer protection need to be satisfied.
7
Charging Aspects

A customer may be charged for UC prevention services.
8
Security Aspects

This is a security WID.
9
Impacts *
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	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.xxx
	Protection against Unsolicited Communication in IMS
	
	
	SA#50
	SA#51
	

	TS 33.xxx
	Protection against Unsolicited Communication in IMS
	
	
	SA#51
	SA#52
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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