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**************************** start of first change *******************************
5.3.2
Alternative 3b: IMSI change and pre-configured key list on UICC
Editor’s note: The description section should address the questions raised in TDoc S3-090233: 

1. It is not clear who issues the UICC in this scenario. It may or may not be the M2M operator.
5.3.2.1
General
This clause presents a solution which can be seen as an extension of the mechanism in clause 5.4.1. 

Like the mechanism in clause 5.4.1, the mechanism in this clause can be achieved without any requirements on ‘virtual operators’, ‘temporary network connections’, temporary IDs, registration services etc. However, the solution in this clause offers potential security advantages compared with the solution in clause 5.4.1.

5.3.2.2
Principles

Initial provisioning of M2M Equipment is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. The following steps describe the mechanism for change of MNO OTA. Note that the M2M subscriber in the following may in fact be an M2ME manufacturer if it is the case that this is logistically favourable. 

1) The M2M subscriber chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed.

2) MNOA acquires UICCs for the M2M devices which are preconfigured by the UICC manufacturer with an initial IMSI and an indexed list of subscriber key Key (K)/OTA key pairs. The first K/OTA key pair in the list is associated with the initial IMSI. The UICC manufacturer reveals the first K/OTA key pair to MNOA but keeps the remaining K/OTA key pairs secret.

3) After initial service has started (or even before it has begun, if agreed in the contract) the M2M subscriber may decide to swap to another MNO = MNOB. 
4) MNOB delivers a list of IMSIs to MNOA, for all M2ME that shall change MNO. 

5) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures. The OTA procedure associates the IMSI with the next K/OTA key pair in the list stored securely in the UICC. The last stage of the OTA procedure is to reset the UICC so that on next activation the new IMSI is presented to the M2M device. 
6) MNOA delivers a list of new IMSIs to MNOB with the corresponding UICC IDs and the index values representing the K/OTA key pairs the IMSIs are associated with. 

7) MNOB uses UICC ID and the index value to securely obtain the K/OTA key pair from the UICC manufacturer.

8) MNOB can now offer services to these M2ME. 

9) If the M2M operator decides that a further operator change is required (e.g. to MNOC) then the above procedure is repeated. Further operator changes are possible until the list of unused K/OTA key pairs is exhausted.

The procedure of remote subscription change in Alternative 3b is executed as depicted in figure 5.3.2.2-1.


[image: image1]
Figure 5.3.2.2-1: Pre-configured Ki list on UICC
5.3.2.3
Requirements and scheme variants

This mechanism depends on the following requirements:

· The mechanism has to be supported by contractual agreements.

· Involved operators must trust the UICC manufacturer to ensure that the specific K/OTA key pair associated with a specific operator is not revealed to another operator or any third party. A variant of the scheme is where the K/OTA key pairs are managed by an entity other than the UICC manufacturer. In this case the involved operators must trust this new entity and the UICC manufacturer. Another variant is where the OTA procedure for changing the subscription is carried out by the UICC manufacturer, or is delegated to a new entity which all involved operators trust. With this variant a common OTA key can be used for remote change of subscription instead of a per operator OTA key.

· It would be advantageous if all involved operators supported a common set of AKA algorithms and sequence number management schemes in their HLR/AuC. If Milenage is among the set of algorithms supported by involved operators a different set of randomly generated OP parameter values could be associated with each subscriber key/OTA key pair. The new operator would then obtain the new OP parameter values from the UICC manufacturer based on UICC ID and index value presented in step 7 above. When multiple AKA algorithms or sequence number management schemes are supported, the correct AKA algorithm and sequence number management scheme could be selected using the OTA procedures.

· It may be advantageous if all involved operators use 3GPP (now partly ETSI SCP) specified OTA procedures (an M2M profile of OTA may be needed).

· It may not just be IMSI, K and OTA keys than need to be changed when moving between operators – other UICC files and procedures may also need to be harmonised between the involved operators. 

· The number of operator changes is limited by the number of pre-configured K/OTA key pairs on the UICC. If an operator tries to move a UICC to a new operator when there are no unused K/OTA key pairs, the OTA command should return a suitable error message.

· Acknowledged OTA procedures should be used to avoid that a UICC could become locked out during an operator change procedure.
Note: There may be several UICC manufacturers which provide UICCs. When changing operator, new MNO should identify which UICC manufacturer can supply the key pair associated with UICC. In case that UICCs are provided by several UICC manufacturers, how to identify which UICC manufacturer can provide the key pair associated with UICC is not described.
**************************** end of changes *******************************
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