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Title: IMS Media Plane Security
Acronym: MEDIASEC
Unique identifier: tba
1
3GPP Work Area 

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items

2.0
Primary classification 

This work item is a … 

	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) 

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 

	
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) 

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify:  

There is no separate stage 1 work item as this is a genuine security work item. Therefore requirements would be created inside this work item, coordinated with SA1.
Go to §3.

2.3.3

Stage 3

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify:  

Go to §3.

2.3.4

Test spec 

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other 

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task 

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3 Justification 

To address objectives of Rel-9 MEDIASEC WID more efficiently and to satisfy user cases not addressed by Rel-9 MEDIASEC WID (e.g., deferred delivery, conference call, etc.) new MEDIASEC or enhancements of existing solutions are needed. It is therefore desirable to expand MEDIASEC Rel-9 WI into Rel-10  and to include solutions which better address some aspects of Rel-9 MEDIASEC WID. 

This WI expands and builds on the Rel-9 MEDIASEC WI while addressing the same objectives. 

4 Objective 
IMS media security may serve different purposes and its relevance for different user groups may vary according to its design and features. This work item therefore formulates three different main objectives: 

1. to provide security for media usable across all access networks
2. to provide an end-to-end media security solution to satisfy major user categories

3. to provide high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities. 


These objectives were adapted from TR 33.828 “IMS media plane security (Release 9)”, clause 4.1.1.
For the protocols for the actual media plane protection, the working assumption is to use well established protocols like SRTP and (PSK-)TLS. Thus the open issues are with respect to how the key management solution for these media plane protection protocols is designed and where the end-points for the media protection are located.

To accomplish this work, SA3 will proceed as follows:

· SA3 will first complete TR 33.828 “IMS media plane security (Release 10). 
· Based on this TR, a TS will be developed where the solutions to satisfy objectives 1, 2, and 3 above are specified.

5 Service Aspects

The results of the proposed work item will allow operators to provide protection for IMS media, which is already now provided by Voice-over-IP offerings competing with IMS. Furthermore, the results will allow offering high quality end-to-end media security as a value added service to important user groups. 

6 MMI-Aspects

IMS media protection should work without user involvement. However, depending on the requirements of certain user groups, users may want to have the possibility to configure their security settings.

7 Charging Aspects

It shall be possible to charge a customer for high quality end-to-end media security as a value added service.
8 Security Aspects

This is a security WID. 
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	X

	Don't know
	X
	
	
	
	


10
Expected Output and Time scale 

	New specifications 
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.828
	“IMS media plane security”
	SA3
	
	#48
	#49
	TR 33.828

	TS 33.328
	“Solutions for IMS media plane security”
	SA3
	
	#49
	#50
	If SA3 decides to submit a first version of the TS satisfying only part of the objectives, the TS may be presented earlier.

	Affected existing specifications 
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	


11 Work item rapporteur(s)

 Peter Howard, Vodafone
12 Work item leadership

SA3

13

Supporting Individual Members 

	Supporting IM name

	Alcatel-Lucent

	AT&T

	China Mobile 

	China Unicom

	Rogers Wireless
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