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The contribution S3-100188 contained an incorrectness, which was pointed out during some early comments. One of the requirements in subclause 9.6.2.1 in S3-100188 reads that key update requests (kur) may optionally be signed by the vendor-provided private key. This requirement contradicts the existing text in clause 9.1.1 of the super-CR which reads

“If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.”

In addition the proposed requirement also contradicts the CMP RFC 4210, as kur is based on an existing certificate within the same PKI, i.e. the same root CA. Cf. RFC 4210, section 5.3.5, which reads “This message is intended to be used to request updates to existing (non-revoked and non-expired) certificates (therefore, it is sometimes referred to as a "Certificate Update" operation).” Therefore a key update signed with the vendor private key cannot use the kur message, but would have to use the initialization request (ir).

Thus the requirement in subclause 9.6.2.1 is changed from S3-100188 as follows (deleted text marked with “strike-through”):
-
The RA/CA shall be able to authenticate key update requests based on signatures which are validated against the operator root CA and may be able to authenticate key update requests based on signatures which are validated against the vendor root CA.
As consequence, also the bullet point in subclause 9.6.2.4.4 has to be changed from S3-100188 accordingly:

The PKIMessage sent by the base station shall be signed with the private key which is either related to the last received operator provided base station certificate, or to the vendor provided base station certificate. The extraCertsField shall contain the base station certificate related to the private key used for signing the PKIMessage. Any intermediate CA certificates shall also be included, if the base station certificate is not signed directly by a root CA.

1. Introduction

This contribution proposes text for the clause on profiling of the CMPv2 protocol for end-to-end base station enrolment.
2. Background

Former contributions to SA3 on CMP profile proposed different message types for the initial enrolment, i.e. either Initialization request (ir) or Certification Request (cr). The following gives the reasoning why only the Initialization Request (ir) is appropriate for initial base station enrolment, and the Certification Request (cr) is not necessary within the scope of this document.
Annex E.7 of RFC 4210 has the heading “In-Band Initialization Using External Identity Certificate”, which exactly describes the scenario for base station enrolment where a certificate is enrolled, and the requestor authentication is performed based on a certificate issued by another CA. The related text from annex E.7 is cited:

“An (uninitialized) end entity wishes to initialize into the PKI with a CA, CA-1. It uses, for authentication purposes, a pre-existing identity certificate issued by another (external) CA, CA-X.”
For the enrolment handled here, the operator CA is the CA-1, and the vendor CA is CA-X.

The usage of the Certification request (cr) message is not appropriate, as section 5.3.3 of RFC 4210 on Certification requests reads “This message is intended to be used for existing PKI entities who wish to obtain additional certificates.” And in the context of this section of the RFC, additional certificates from the same CA are meant, and not from a different CA.
Such additional certificates are not envisaged for base station enrolment, as only one certificate may be used at a time for the base station (cf. subclause 6.1.3b of 33.310 on NE certificates which states “Any NE shall use exactly one certificate to identify itself within the NDS/AF.”).
The only case when the base station requests a certificate based on the operator-provided base station certificate is the certificate renewal, but that is handled by a Key Update Request (kur), and not a Certification request (cr).
Following this clarification, many of the requirements below in profiling of CMPv2 were directly derived from the usage of annex E.7 of RFC 4210 and of annex D.4, which is directly pointed to by annex E.7. As it is not common in 3GPP specifications to reference section numbers of non-3GPP specifications, the restrictions and profiling related to annex E.7 are explicitly given in the proposed text. On the other hand, all requirements resulting from straight-forward application of RFC 4210 to the specified message types are not repeated in the proposed text below.

In addition, conformance to the existing profiles in TS 33.310 was sought as much as possible.

3. pCR
The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

The change marks are against the text in S3-100005, which was provided as baseline for SA3#58.

************************** start of changes ************************
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9.6.2 CMPv2 Profile for End-to-End Base Station Certificate Enrolment

9.6.2.1
General Requirements

The following requirements shall apply to CMPv2 usage end-to-end between base station and RA/CA:

-
This CMPv2 profile shall only include certificate request and key update functions. Revocation processing, PKCS#10 requests and CRL fetches shall not be part of this CMPv2 profile.

-
For PKI Message Protection, this CMP profile shall only use an asymmetric algorithm. PasswordBasedMac is not used in the scope of the present document.

-
The base station shall be pre-provisioned with a private/public key pair (vendor key pair) and with the related vendor base station certificate signed by a vendor CA.
-
If there is a certificate chain from the base station certificate up to the vendor root CA, also the intermediate certificates shall be pre-provisioned to the base station.
-
The base station may be pre-provisioned with the operator root CA certificate or the root certificate of the vendor root CA or another operator trusted root CA.

-
If the base station is not pre-provisioned with the operator root CA certificate, then the base station shall take the operator root certificate from the certificates received in the initialization response. The selection shall be based on checking which root certificate can be used to validate the received base station certificate.

-
If the base station is pre-provisioned with the certificate of the vendor root CA or another operator trusted root CA, then the base station shall select from the certificates received in the initialization response a certificate which contains a public key and a subject name equal to the operator root certificate selected by the procedure in the previous bullet. If this certificate can be validated with the pre-provisioned root certificate, the base station shall accept the certificate selected by the procedure in the previous bullet as operator root certificate.

NOTE 1:
Certificate renewal for operator root certificates is not in scope of this clause on base station enrolment. Thus it is assumed that the base station always has a valid operator root certificate available for validation of key update responses.
-
The RA/CA shall authenticate initialization requests based on signatures which are validated against the vendor root CA.

-
The RA/CA shall authenticate key update requests based on signatures which are validated against the operator root CA.
-
The RA/CA shall be configured with the root certificate of the vendor the operator.
-
The RA/CA shall be configured with a RA/CA certificate which is signed either by the operator root CA or by an intermediate CA under the operator root CA. 
-
If the RA/CA uses different private keys to sign the generated certificates and the CMPv2 messages, the RA/CA shall be configured with the two related certificates, i.e. the RA/CA certificate and the CMP responder certificate.
-
If the RA/CA certificate and the CMP responder certificate are not signed directly by the operator root CA, also the certificates of the intermediate CAs shall be configured into the RA/CA.
-
The hash algorithms used before generating signatures in the protection field of PKIMessage and for proof-of-possession shall be the same as the hash algorithms specified in subclause 6.1.1 for certificate signatures.
The certificate profiles are specified in subclause 9.5.

NOTE 2:
These certificate profiles implicitly specify which algorithms are to be used for the different signatures for proof-of-possession and PKIMessage signing specified in the following subclauses.

NOTE 3:
Policies within RA/CA governing the generation and issuing of certificates are not in scope of the present document and left to operator decision.
9.6.2.2
Profile for the PKIMessage
The following profile shall be applied to the PKIMessage as specified in [4]:
-
The support and usage of the optional protection field of type PKIProtection is required by this profile. The message-specific private key to be used in the base station is specified in the subclause 9.6.2.4 in the profiling of the single PKI message bodies for requests sent by the base station. For the RA/CA the RA/CA private key shall used, or the separate CMP responder private key, if base station certificates and CMPv2 messages are signed by different private keys.

-
The support of optional extraCerts field is required by this profile. The certificates within this field may be ordered in any order. The message-specific content of this field is specified in the subclause 9.6.2.4 in the profiling of the single PKI message bodies.
-
All CMPv2 messages used within this profile shall consist of exactly one PKIMessage, i.e. the size of the sequence for PKIMessages shall be 1 in all cases.

9.6.2.3
Profile for the PKIHeader Field

The following profile shall be applied to the PKIHeader field as specified in [4]:

-
The sender and recipient fields shall contain the identities of the base station and the RA/CA. These identities shall be identical to the subject name present in the certificate for the public key whose related private key is used to sign the PKIMessage. If the recipient identity according to this rule is not known to the sender, any name known to the sender may be used.
-
As the field “protection” of PKIMessage is mandatory, also the field “protectionAlg” of PKIHeader is mandatory. The protectionAlg shall be of type MSG_SIG_ALG. The value shall match the signature algorithm in the signer’s certificate (belonging to the base station or the RA/CA).

-
The usage of the transactionID field is mandatory. The recommended procedures for handling of the transactionID given in [4] shall be followed.

-
The usage of the senderNonce and the recipNonce fields is mandatory. The length of the fields as recommended in [4] shall be used. The recipNonce in the very first message in the transaction should be set to 0 by the sender and shall be disregarded by the recipient of the message.

9.6.2.4
Profile for the PKIBody Field

9.6.2.4.1
General

The base station certificate enrolment shall support the following CMPv2 PKI message bodies:

-
Initialization Request (ir)

-
Initialization Response (ip)

-
Key Update Request (kur)

-
Key Update Response (kup)

-
Confirmation (pkiconf)

-
Certificate confirm (certconf)

Profiles for the single message bodies above are given in the subclauses below. If no specific profile is given, the provisions of [4] and [xy] apply.

9.6.2.4.2
Initialization Request

The Initialization Request as specified in [4] shall contain exactly one CertReqMessages as specified in [4] and [xy], i.e. the size of the sequence for CertReqMessages shall be 1 in all cases.

The following profile shall be applied to the CertReqMessage field and its sub-fields:

-
The subject field of the CertTemplate shall contain the intended name of the base station if the base station has knowledge of it. Otherwise it shall be omitted.

-
The publicKey field of the CertTemplate shall contain the public key of the base station to be certified by the RA/CA. The private/public key pair may be pre-provisioned to the base station, or generated inside the base station for the CMPv2 protocol run. The format of this field shall follow RFC 5280 [14].

NOTE:
RFC 3280 as referenced by [xy] for the format of the publicKey field is obsolete. The present document generally references the follow-up RFC 5280 [14].

-
The CertReqMessage shall contain a ProofOfPossession (popo) field, containing a signature field of type POPOSigningKey. The algorithmIdentifier field of the POPOSigningKey field shall contain the signing algorithm which is used by the base station to produce the Proof-of-Possession value, i.e. the signature within POPOSigningKey field.

-
If the POPOSigningKeyInput field within POPOSigningKey field is used, the sender field within POPOSigningKeyInput shall contain the identity of the base station as given by the vendor of the base station and contained in the vendor-provided base station certificate.
NOTE:
According to [xy], the POPOSigningKeyInput field is mandatory if the subject field of the CertTemplate field is omitted.

The PKIMessage sent by the base station shall be signed by the vendor provided private key.

The extraCerts field of the PKIMessage carrying the initialization request shall contain the base station certificate provided by the vendor. If the base station certificate is not signed by the vendor root CA, also the intermediate certificates for the chain up to the vendor root certificate shall be included in the extraCerts field.

9.6.2.4.3
Initialization Response

The Initialization Response as specified in [4] shall contain exactly one generated base station certificate, i.e. the size of the sequence for CertResponse shall be 1 in all cases.

The following profile shall be applied to the CertRepMessage field and its sub-fields:

-
The generated certificate shall be transferred to the base station in the certifiedKeyPair field of the CertResponse field. The transfer shall not be encrypted.
The extraCerts field of the PKIMessage carrying the initialization response shall contain the operator root certificate, the RA/CA certificate and, if used, the CMP responder certificate. If the RA/CA or CMP responder certificates are not signed by the operator root CA, also the intermediate certificates for the chain(s) up to the operator root certificate shall be included in the extraCerts field.

9.6.2.4.4 Key Update Request and Key Update Response

The structure and content of these messages is identical to initialization requests and responses, thus the profiling given in the previous subclauses for Initialization Request and Initialization Response apply equally, with the following exception:

-
The PKIMessage sent by the base station shall be signed with the private key which is related to the last received operator provided base station certificate. The extraCertsField shall contain the base station certificate related to the private key used for signing the PKIMessage. Any intermediate CA certificates shall also be included, if the base station certificate is not signed directly by a root CA.

9.6.2.4.5 Certificate Confirm Request and Confirmation Response

Initialization responses and key update responses shall always be followed by a Certificate Confirm request and Confirmation response message exchange.

The PKIMessage sent by the base station shall be signed by the same private key which was used in the preceding initialization request or key update request.

The extraCerts field of the PKIMessage carrying the Certificate Confirm request and Confirmation response shall be omitted.

************************** start of next change ************************

Annex X (informative):
Example CMPv2 Message Flow for Initial Enrolment
The purpose of this annex is to provide an overview how the initial enrolment of a base station may be executed.

The message flow for an initial enrolment of a base station to the RA/CA is shown in figure X-1 below. The text below the figure gives a description of this message flow. Precondition for this message flow is that the base station contains the vendor provided private/public key pair and is pre-provisioned with the related base station certificate signed by a vendor CA. If there is a certificate chain up to the vendor root CA, also the intermediate certificates must be pre-provisioned to the base station. The RA/CA is configured with the root certificate of the vendor and its own certificate(s).
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Figure X-1: Example message flow for initial base station enrolment

1.
The base station discovers the RA/CA address.

2.
The base station generates the private/public key pair, if this is not pre-provisioned.
3.
The base station generates the Initialization Request (ir). The CertReqMsg inside ir specifies the requested certificate. If the intended identity is known to the base station, it includes this in the subject field. To provide proof of possession the base station generates the signature for the POPOSigningKey field of the CertReqMsg using the private key related to the public key to be certified by the RA/CA. The base station signs the ir using the vendor provided private key, and includes the digital signature in the PKIMessage. Its own vendor signed certificate and any intermediate certificates are included in the extraCerts field of the PKIMessage carrying the ir.

4.
The base station sends the signed ir message to the RA/CA.

5.
The RA/CA verifies the digital signature on the ir message against the vendor root certificate using the certificate(s) sent by the base station. The RA/CA also verifies the proof of the possession of the private key for the requested certificate.

6.
The RA/CA generates the certificate for base station. If the intended identity of the base station is not included in the ir message, the RA/CA determines the intended identity of the base station, e.g. based on the vendor provided identity of the base station contained in the base station certificate.

NOTE: The procedures for determination of the base station identity used by the operator  are not in scope of the present document.
7.
The RA/CA generates a Initialization Response (ip) which includes the issued certificate. The RA/CA signs the ip with the RA/CA private key (or the CMP responder private key, if separate), and includes the signature, the RA/CA certificate(s) and the operator root certificate in the PKIMessage. The appropriate certificate chains for authenticating the RA/CA certificate(s) are included in the PKIMessage.
8.
The RA/CA sends the signed ir to the base station.

9.
If the operator root certificate is not pre-provisioned to the base station, the base station extracts the operator root certificate from the PKIMessage. The base station authenticates the PKIMessage using the RA/CA certificate and installs the base station certificate on success.

10.
The base station creates and signs the CertificateConfirm (certconf) message.
11. The base station sends the PKIMessage that includes the signed CertificateConfirm to the RA/CA.

12.
 The RA/CA authenticates the PKI Message that includes the CertificateConfirm.

13.
The RA/CA creates and signs a Confirmation message (pkiconf).
14.
The RA/CA sends the signed PKIMessage including the pkiconf message to the base station.

15.
The base station authenticates the pkiconf message.
************************** end of changes *************************
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