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Introduction 
RAN2/3 are currently working on the design of Relays and have created a TR that contains 4 possible alternative architectures. An important factor of this work is the effect that the proposed architectural changes have upon the security. This contribution provides an analysis of the security issues introduced by adding a Relay to the network. For each architecture, the paper details some possible security solutions and their complexity. It is proposed that SA3 agree on the analysis in this paper and provide it to RAN2/RAN3 in order for them to progress their work on Relays. It is not proposed that SA3 need to take a final decision at this stage on the security as RAN2/3 may still make changes, but SA3 should probably capture the agreed analysis in a tdoc in order to aid further work.  
Scope of analysis

This analysis considers only the Relay Architectures described in R3-093096. In particular it does not try to cover either mobile or multi-hop relays. The study also does not consider the security requirements of managing a Relay (i.e., OA&M), although it is expected that this is likely to involve TLS and/or IPSec.

The analysis in this paper takes the following form. There are two basic types of Relay architectures, A and B, contained in the RAN TR. A common set of security features are assumed for these two architectures. Given the set of security assumptions, an analysis of the new security threats introduced by Relays is considered. The contribution then goes onto to propose some security solutions for each architecture and then makes a comparison among the proposed solutions. Finally some recommendations for inclusion in a reply to RAN3 are made.

Security Issues
Security Assumptions 

In their response LS (S3-091924), RAN2 did not provide much information on the likely deployment scenarios for Relay Nodes (RNs). For this reason it is hard to be sure about the exact security requirements on a RN. What is clear, though, is that RNs will be deployed in locations that are at least as ‘insecure’ as ordinary eNB and the requirements given in clause 5.3 for eNBs apply to RNs with suitable modification (e.g. the parts of the requirements that refer to clauses 11 and 12 may not be suitable depending on the final security solutions chosen and the need to include at least part of the ‘UE-side’ of the RN in the secure envirnoment). Similarly, we assume that the deployment scenarios will not be more ’insecure’ than those for H(e)NBs and hence the secure environment and validation requirements for RNs will be no stronger than that of H(e)NB. We believe that these assumptions will be common to both architectures and hence the exact details are not important at this stage, other than to note that a RN will require some secure environment. Furthermore when considering attacks, it is reasonable to make the assumption that an attacker can not get access to this secure environment. 

The following are the assumptions that are made about the Relay architecture security:
· A UICC is inserted into the RN to provide authentication between itself and the network to establish the bearer(s).
· AS level encryption is switched on between the RN and DeNB. 
· The secure environment of the RN is not compromised. 

· Everything from the DeNB upwards (towards the network) is secure and will use macro network security mechanisms (such as NDS/IP).
Security Threats
Despite the security assumptions made in the previous section, the introduction of a RN into the network introduces some new security threats to E-UTRAN, namely:
· Impersonation of a RN to attack the user(s) attached to the RN 

· Attacks on the Un interface between RN and DeNB 

· Inserting a MitM 

· Attacking the traffic

· Impersonation of a RN to attack the network
1. Impersonation of a RN to attack user attached to RN 

This is is the attack that was decsribed in S3-092110. To perform the attack, the attacker removes the UICC from a real RN and inserts it into their own Rogue RN as shown in the below figure. 
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As there is no authentication of the RN as a device (only the subscription that is inserted in the RN), the network can not detect the Rogue RN, and hence keys related to the user-UE will be passed to the Rogue RN. This enables a user to attach to the Rogue RN and hence the user’s security will be compromised. This shows that it is essential to perform some type of device authentication of the RN.

2. MitM on the Un interface between RN and DeNB 

This can be considered to be a variant of the above attack, but it is essential to consider as it illustrates that some care must be taken on the method of authenticating the RN device. In this attack, an MitM Node is inserted in between the RN and DeNB. This MitM node is created by taking a real UICC from a real RN and replacing it with a fake UICC for which the attacker has the root key. It also requires inserting the real UICC into the MitM node. This is illustrated in the below figure.
[image: image27.emf]
Man-in-the-Middle (MitM) Node
The real RN will connect to the MitM node and the MitM node can connect to the real DeNB. The MitM node can transparently transmit, receive, view, and modify the traffic between the real RN and the DeNB without either of those nodes being aware of it. Hence the security of any user connected to the real RN is compromised. The MitM can view, modify, and inject user traffic even if the user related keys are protected by IPsec between the MME serving the UE and the RN. The important security point illustrated by this attack is that not only is it essential to perform device authentication of the RN, it is important to ensure that all security tunnels from the RN terminate in the real network instead of in a MitM node.   
3. Attacking the traffic on the Un interface between RN and DeNB 

The interface between the RN and DeNB is based on the standard E-UTRAN air interface. This means that all the non-RRC signalling traffic between the RN and DeNB is not integrity protected. While this is accepteable for user traffic from the UE, it is not acceptable for signalling traffic (either S1-AP or X2-AP) from RN to network. This means that either the Un interface can not be a standard E-UTRAN UE-eNB interface or some other method of protecting the S1-AP and X2-AP signalling across the Un interface needs to be used (this is acknowledged in the design of Architecture B). 

4. Impersonation of a RN to attack the network
A Rogue RN (as described in Threat 1) could insert essentially three types of traffic into the network:
a. NAS signalling towards the MME-RN – the same attacks could be done with a Rogue UE so are not important for the RN security analysis
b. S1-AP or X2-AP signalling
c. User plane traffic to either try to get IP connectivity or insert data on behalf another user 
This attack shows that it is either essential to perform device authentication of the RN before it is allowed to complete connecting to a DeNB or be aware of these attacks and mitigate them in other ways.

Security Solutions 

In the following sections, we consider each Architecture in turn and provide solutions to all the threats identified above. The final part of this section provides a comparision between the solutions for the different architectures. 

Architecture A 

The solutions presented are for all the possible alternatives of Architecture A. The only difference among the solutions for the variants of this architecture is that for Alt 2, any use of IPsec would be hop by hop as it would need to terminate at the DeNB. 
All the proposed solutions will use IPsec for the S1-AP/X2-AP interface from the RN towards the network exactly as for eNBs as described in clasue 11 of TS 33.401.  This prevents attacks 1, 3 and 4b. The overhead caused by the IPsec would be negligble as there is little signalling compared to user plane traffic. To mitigate the rest of the problems, one of the following three solutions would also be necessary. 
Solution 1: IPsec on the user plane

In this solution, the S1-U and X2-U interfaces are protected by IPsec as described in clause 12 of  TS 33.401. While this might not be suitable for all deployments due to the overhead of using IPsec on small user plane packets, it is certainly a resaonable solution for the deployments when media traffic such as RTP will not be carried over LTE. It also has the advantage of requiring no protocol enhancements over the macro network. Using IPsec for both control plane and user plane solves attack 2 in the sense that while there could still be a MitM node, all the genuine UE related traffic available in the MitM node is protected. 

Attack 4c is automatically solved in Alt 2 as the DeNB is the endpoint of the IPsec tunnels. Attack 4c is solved in Alts 1 and 3 by getting the P-GW serving the RN to route its traffic through SEGs in the operator’s network. This will ensure that any inserted traffic is dropped, as it is not protected by IPsec.  
Solution 2: Combining subscription and device authentication in IKEv2 for S1-AP security establishment 

In this solution, when IPsec for S1-AP is being established, an EAP-AKA is run in addition to the certificate based authentication exactly as has been described in clause 7.3 of TS 33.320. This has the effect of binding the RN device authentication to the RN subcription authentication. It is not necessary for the network to keep track of the pairings between UICCs and RNs. Successful completion of this combined authentication assures both the network and RN that a geniune UICC is inserted in the RN. Hence the endpoint of both secure tunnels from the RN must be a node in the genuine network. That is, this solution prevents attack 2 from working as the RN will not attach to the MitM. 

Attack 4c can be prevented by having the P-GW of the rogue RN perform egress filtering on the RN’s user plane to ensure it is not faking its IP address, and routing the traffic to the  S-GW. Since no UEs will be attached to the Rogue RN, the S-GW will recognize any inserted traffic based on its fake IP address and GTP header combination.

Solution 3: Providing RN device authentication in combination with E-UTRAN authentication

The point of this solution is to provide mutual authentication between the RN as a device and network as part of the E-UTRAN signalling. One way of achieving this is to provision the AKA keys (and implement the related AKA “f” functions) directly within the RN’s secure environment rather than requiring an UICC. Another way would be to enhances the NAS protocol to carry additional authentication parameters (the exact changes would need further study). The salient point for the purposes of this discussion is that the proposal mitigates the threats since it provides the network and RN with assurance that the other is genuine. This solves attacks 2 and 4c.

Architecture A summary

The above analysis has shown that there are several feasible solutions to provide security for Architecture A. It is not important at this stage to choose between them, but it is proposed that SA3 agree these are possible security solutions for Architecture A and provide an outline of them and the changes they require in an LS to RAN3.

Architecture B

The major concern with Architceture B is that it provides no device authentication of the RN. This is due to the removal of the IP layer between the network and the RN and hence the network has no way of using IPsec with the RN. The device authentication  can be provided by as in solution 3 above (again the exact details are ffs). This on its own would solve threats 2, 4b and 4c. It would not solve threat 1 as it still leaves open the issue of whether the DeNB is authorised to send user related S1-AP signalling to an RN, i.e. run Un interface with a RN. 

Solving issue 3 requires an enhanced UE – eNB protocol for the Un interface between the UE part of the RN and the DeNB to allow non-RRC signalling traffic to be integrity protected (as previosuly noted, this has already been included in the design of Architecture B). As above the DeNB needs to be authorised by the network to run the Un interface with a particular subscription. The subscription information is held in the HSS, so in order to provide this authorisation, changes will be needed to the eNB- MME interface and the MME - HSS interface in order to use Architecture B. 
Summary and comparison between Architecture A and B security solutions 
In summary, this contribution has shown how both architecture A and B of relay can be secured in at least a hop by hop manner.  Providing a secure solution for Architecture B seems to require more changes to the current E-UTRAN protocols as it necessary to provide RN device authentication not through IPsec but also requires changes to:

· UE-eNB inteface to allow some non-RRC signalling traffic to be integrity protected. 
· The eNB-MME and the MME-HSS interfaces to authorise the use of Un interface between the RN and DeNB. 
It also worth noting that these additional changes would be needed even if some other RN device authentication method (i.e. different from those discussed in solution 3 for Architecture A) for Architecture B were found. 
Furthermore, Architecture A also permits other security solutions, which do not require providing a new method of RN device authentication. This could provide a further simplification in providing security for Architcture A over Architecture B.

Based on the analysis in this contribtion,  we can conclude that securing Relay Architecture B  requires much more changes to the existing E-UTRAN procedures and interfaces than Relay architecture A.
Conclusions
It is proposed to inform RAN3 of the above security solutions and comparison. 
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