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1. Introduction

This contribution proposes text for the clauses on certificate profiles.
2. Background

This contribution specifies profiles for all certificates used during base station enrolment with CMPv2.
This specification makes use of the existing certificate profiles in clause 6 of TS 33.310 (the present document), and only states the differences to the requirements in clause 6.

Note that the certificate profile specifications below have an influence on the signatures used in the messages specified in subclause 9.6, as the certificate profiles determine which algorithms and key lengths are used.
3. pCR
The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

The change marks are against the text in S3-100005, which was provided as baseline for SA3#58.

************************** start of changes ************************

9.5 Certificate Profiles

9.5.1
General
All certificates used during the enrolment process of base stations shall follow the requirements given in clause 6 of the present document. Profiling and exceptions are specified in the following subclauses.
9.5.2
Vendor Root CA Certificate

The root certificate of the vendor root CA shall follow the requirements given in subclause 6.1.2 for interconnection CA certificate profiles.
9.5.3
Vendor CA Certificate

If the vendor does not sign the base station certificate by its vendor root CA, the certificate of any intermediate vendor CA shall follow the requirements given in subclause 6.1.4 for SEG CA certificate profiles, with the following exceptions:
-
the issuer name shall be the name of any vendor CA, given that the resulting chain of certificates starting with the base station certificates leads the vendor root CA;
-
the path length may be greater than 0.
9.5.4
Vendor Base Station Certificate

The base station certificate signed by a vendor CA shall follow the requirements given in subclause 6.1.3b for NE certificate profiles, with the following exceptions:

-
the issuer name is the name of the vendor CA signing the base station certificate;
-
the subject name shall be a globally unique fully qualified domain name (FQDN) given by the vendor. The exact definition of this FQDN is left to the vendor, given that the vendor ensures global uniqueness.
9.5.5
Operator Root CA Certificate

The root certificate of the operator root CA shall follow the requirements given in subclause 6.1.2 for interconnection CA certificate profiles.
9.5.6
Operator RA/CA Certificate

The RA/CA certificate of the RA/CA CA shall follow the requirements given in subclause 6.1.4 for SEG CA certificate profiles, with the following exception:
-
the issuer name shall be the name of any operator CA, given that the resulting chain of certificates starting with the RA/CA certificate leads the operator root CA.
If the operator deploys separate private keys for signing of the base station certificates and for signing of the CMP messages, these requirements apply to both certificates certifying the related public keys, i.e. the RA/CA certificate and the CMP responder certificate.

9.5.7
Operator CA Certificate

If the operator does not sign the RA/CA certificate by its operator root CA, the certificate of any intermediate operator CA shall follow the requirements given in subclause 6.1.4 for SEG CA certificate profiles, with the following exceptions:

-
the issuer name shall be the name of any operator CA, given that the resulting chain of certificates starting with the RA/CA certificates leads the operator root CA;

-
the path length may be greater than 0.

9.5.8
Operator Base Station Certificate

The base station certificate signed by the operator RA/CA shall follow the requirements given in subclause 6.1.3b for NE certificate profiles.
Other documents may specify different base station certificate profiles according to their deployment scenario.

NOTE:
The intended usage of the base station certificate may have different requirements from the usage of NE certificates as specified in the present document on NDS/AF. Thus the exact profile may depend on other documents specifying the intended deployment scenario.
9.5.9
Cross-signing Certificate

The certificate cross-signing the operator root CA by a vendor CA or another operator trusted CA shall follow the requirements given in subclause 6.1.4, with the following exceptions:

-
the subject name is the same as the subject name and issuer name in the operator root CA;

-
the issuer name is the name of the vendor CA or another CA trusted by the oiperator signing the cross-signing certificate;
-
in case a vendor root CA is used, the path length may be greater than 0.

If the root CA for the cross-signing certificate is not a vendor root CA, the certificate of this root CA shall follow the requirements given in subclause 6.1.2 for interconnection CA certificate profiles.
************************** end of changes *************************
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