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******************start of first change*****************************
7.5
Device and HPM Authorization
Optionally an AAA server may be used to verify the authorization of the H(e)NB to connect to the operator’s network based on the authenticated device identity extracted from the H(e)NB certificate.  This authorization check is separate from and in addition to the revocation status check via OCSP or CRL.

NOTE:
If OCSP is used, the result of the authorization check may be included in the certificate revocation check described in section 7.2.2 by having the OCSP responder provide a certificate status of “good” as in RFC 2560 [22] only when the certificate has not been revoked and the device is authorized to connect to the operator’s network. If either of these conditions is false, the OCSP responder should provide a certificate status of "revoked".

In case Hosting Party authentication have been performed in addition to the device authentication, and prior proceeding with the IPsec tunnel establishment, the network shall be able to perform an authorization step based on the HPM identity.
More precisely, it shall be possible for the network to perform authorization based on withelist / blacklist of identities (stored in the AAA server) and their possible combination. For instance, based on operator policies, the IPsec tunnel shall not be established: 

· if the HPM_ID is listed in the blacklist; 

· if the HPM_ID is not listed in the whitelist;  

· if the pair {Device_ID, HPM_ID}is not listed in the whitelist. 
NOTE: The network shall be able to detect and report multiple simultaneous IPsec tunnels established with the same Device identity or the same HPM identity (if used). The detection and reporting features may be ensured by a FIGS, in association with the SeGW.
******************end of first change*****************************
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