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1 Introduction
In last SA3 #57 meeting, two solutions (i.e., solution 1 in S3-091991 and solution 2 in S3-091997) for SIP DIGEST without Authorization header in the initial REGISTER message were presented but not discussed in detailed from technical point of view. 
Both CRs were initially triggered by Cablelabs, that needs to attach non-IMS SIP-based PBXs to IMS-based cable access networks, and consequently requires to also consider the scenario of SIP DIGEST without Authorization header in the initial REGISTER message.
This contribution will give detailed comparisons between these two solutions.
2 Discussion
2.1 Comparisons

The common points between these two solutions are:

· Both solutions solve the need expressed by CableLabs to CT1.
· Both solutions let the S-CSCF to distinguish GIBA and SIP DIGEST based on the PANI header received from the P-CSCF.

The main difference between these two solutions is that solution 1 provides two additional features compared to solution 2:

· Feature 1): It provides a solution that goes beyond the need espressed by CableLabs to CT1. In particular, this solution would apply to all other non-3GPP access networks, e.g. TISPAN NASS, 3GPP2,…etc. 
· Feature 2): Besides the PANI header, it also introduces an completely new "authentication scheme configuration option" in both the P-CSCF and the S-CSCF, to allow S-CSCF to distinguish between GIBA and Digest. This additional option works for only one particular case where GIBA is NOT a permitted authentication scheme in a given operator’s deployment. In this particular case, the P-CSCF will not insert the PANI header. In all other cases, the P-CSCF shall still mandate to insert the PANI header.
2.2 Analysis for feature 1
From 3GPP standard point of view
· Currently only CableLabs explicitly expressed their need and it seems no operators could imagine/provide details of practical scenarios justifying the opportunity of a “general approach”, to be applicable also for all non-3GPP access other than the CableLabs one. 
· Even if a “general approach” is, in principle, certainly possible, 3GPP specifications should specify what is considered as needed for the community of Operators represented in 3GPP. Since Operators did not express such a need, it is not clear which Operators would concretely benefit from the “general approach”.
From technical point of view:

· The “coexistence mechanism” currently described within the current TS 33.203, Annex P was carefully designed to take in the needs expressed at that time by all the interested parties, including TISPAN, for instance. In particular, for the TISPAN access, by mandating the Authorization Header in the initial REGISTER for SIP DIGEST, the current 3GPP specifications enable business scenarios like the “shared IMPU” (i.e. multiple TISPAN phones in the same apartment having the same phone number), that are explicitly excluded by Solution 1, unless appropriate and additional coutermeasures, to be identified, are specified. But this would basically be like re-designing the whole “coexistance mechanism”, that means addidional efforts and bigger impacts on the 3GPP specifications, to fulfill needs that have not been expressed by any Operator. 
· Currently in R8, when the S-CSCF receives an initial REGISTER message that contains no Authorization header but contains a PANI header, the distinguishing procedure among non-IMS-AKA authentication methods (i.e. GIBA and NBA) in the S-CSCF (cf TS 33.203 annex P.4.2) relies on the configuration-based solution (cf TS 33.203 annex P.5), which assumes that the P-CSCFs are in the home network.
In R9, the S-CSCF also needs to additionally distinguish between GIBA and SIP DIGEST, so similarly the distinguishing procedure shall also rely on the configuration-based solution to avoid big impacts on the 3GPP specs.
If SA3 only considers the Cable security requirement (cf solution 2 in S3-091997), it can be assumed that the P-CSCF is still in the home network and the existing configuration-based solution can still work.
However, if SA3 want to go beyond the need espressed by CableLabs to apply for all non-3GPP accesses, SIP DIGEST may be required to support roaming for e.g. 3GPP2 accesses and thus the P-CSCF may be in the visited network, so the existing configuration-based solution cannot work, so feature 1 has big impacts on 3GPP specs
2.3 Analysis for feature 2

· It will add too much complexity for the operators .
The only intention of this feature is for the S-CSCF to be able to distinguish between GIBA and SIP DIGEST. However, the detailed behaviour of how the S-CSCF can distinguish between GIBA and SIP DIGEST shall be transparent to the operators. Furthermore, for those FIXED operators, who already deploy SIP DIGEST users in their network before R9, or who deploy SIP DIGEST users in their network only from R9 or later version, this feature would be very strange to them, because from their point of views, they may wonder: I don’t care for GIBA at all, why I need maintain such a option?
In particular the operators must be careful to synchronize the same configuration in both the P-CSCF and the S-CSCF. 
· It will cause backward compatible issues between legacy P-CSCF and R9 S-CSCF.
Supposed that GIBA is allowed in a network, and this "Authentication scheme configuration option" is NOT set in both the R9 P-CSCF and R9 S-CSCF.
When an UE who supports SIP DIGEST without Authorization header sends the REGISTER message to the R9 S-CSCF via a legacy pre-R9 P-CSCF, which doesn’t insert a PANI header and doesn’t support this option, the SIP DIGEST will be mistreated as GIBA in the R9 S-CSCF and consequently the authentication will fail (cf.  P4.2 step 2, no Authorization header and no PANI header case in solution 1).
· It will cause interworking issues between R9 P-CSCF and R9 S-CSCF
This feature may cause interworking issues especially when SIP DIGEST supports roaming, e.g. for 3GPP2 access if the visited operator sets this option in the visited P-CSCF(s) (e.g. GIBA is not allowed in the visited network ) and thus the visited P-CSCF(s) will not insert PANI header, but it is NOT set in the home S-CSCF(s) ( e.g. either because the home S-CSCF(s) are from another vendor which doesn’t implement this feature at all , or because GIBA is allowed in the home network) , then when the home S-CSCF receives the initial REGISTER message that is sent from an UE that supports SIP DIGEST without Authorization header, it will be mistreated as GIBA in the home S-CSCF(s) and consequently the authentication will fails (cf. P4.2 step 2, no Authorization header and no PANI header case in solution 1).
Furthermore, since the SIP DIGEST may support roaming for e.g. 3GPP2 access, the P-CSCF and S-CSCF may not be under the control of same operator. So this feature may require that the visited operator A of the P-CSCF should be aware/ensure that GIBA is also NOT allowed in operator B of the S-CSCF, so that they can synchronize this configuration option in both the visited P-CSCF(s) and the home S-CSCF(s). However, if in the future operator B changes its local policy, e.g. allowing GIBA in his network and thus NOT set this configuration option, how can the operator A know this change and then NOT set this configuration option in the visited P-CSCF correspondingly? This would imply that the change of operator B in the future would also have impacts on operator A, and vice versa.
3 Conclusions
For feature 1, only CableLabs in CT1 expressed the need of the case of legacy non-3GPP terminals that do not send the Authorization Header in the initial REGISTER. For this reason it is not clear who would benefit, in practice, of the “general approach” proposed by solution 1. Particularly for the TISPAN access, the solution 1 would prevent business scenarios, like the “shared IMPUs” that are supported by the existing specifications and that are deployed in several countries. At least at present, it cannot be excluded that similar consequences might also occur for non-3GPP accesses other than TISPAN. Furthermore, solution1 also implies bigger impacts on the 3GPP specifications, e.g. to avoid ruling out the above-mentioned business scenarios, and to ensure the configuration-based solution can be applied for all non-3GPP access. 
For feature 2, it will add too much complexity for operators and it will cause both backward compatibility and interworking issues. 
4 proposal
Based on the above discussion in section 2 and on the conclusion listed in section 3, it is proposed that 
1) In R9, SA3 do NOT agree the above feature 1 in order not to delay the progress. However, the door could be kept open and if in the future fixed operators believe this requirement over TISPAN NASS access or other non-3GPP access is useful, it could be implemented in R10.
2) SA3 do NOT agree the above feature 2.
3) SA3 agree the CR in S3-010xxxx.  
