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1. Introduction

This contribution discusses a security threat of the pre-Rel8 UE Access Control in HNB-GW and the solution to alleviate the threat. We propose that the solution presented in this document is accepted and the changes presented in the accompanying CR is approved for TS 33.320.
As a background, this document was initially presented in RAN3#66, 11-16 November, 2009, as R3-092956. In RAN3#66 it was concluded that, from the chairman’s notes [4], “NEC may bring up the issue directly to SA3 and can report that RAN3 decided to address it in an implementation specific way”. 

Huawei also presented similar threat during SA3#58 as S3-092204 which was sent to LS to RAN2 and SA1 (see S3-092205) to check whether the work was inline with RAN2 and SA1. Now the LS is forwarded to RAN3 by RAN2 as it is the right group to respond to the given request in the LS.

2. Discussion 

Two particular aspects relating to UE registration are discussed in this document:

· A security risks of UE access control in the UE registration procedure
· The suggested solution to reduce the security risks of the UE access control. 
2.1 The security risks

The UE registration procedure for the support of pre-Rel8 UEs Access Control has been specified in 25.469, this procedure provides means for the HNB to convey UE identification data as well as the Registration Cause to the HNB-GW in order to perform access control for the UE in the HNB-GW.  

Figure 1 shows UE Registration procedure for pre Rel-8 UEs in [1]. The HNB-GW checks the UE capabilities and the Registration Cause. If these indicate that CSG is not supported and that it is not an Emergency Call, the HNB-GW shall perform access control for the particular UE attempting to utilize the specific HNB. Otherwise, HNB-GW shall accept the UE registration attempt.

However, it is not safe enough that the Registration Cause is reported by HNB to the HNB-GW as shown in figure1, since the Emergency Call from RRC protocol message(such as RRC CONNECTION REQUEST or INITIAL DIRECT TRANSFER) maybe different from the actual service messages of the subsequent procedures. The following unsafe cases should be considered:

· a rogue UE could report a Establishment Cause IE as Emergency call at step 1 to HNB and HNB sends the Registration Cause based on the Establishment Cause to HNB-GW at step 5.
· in the subsequent procedures, the UE can initiate any normal service in NAS protocol procedures.
 The service will be granted to this unauthorized UE.
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Figure1 UE Registration for pre Rel-8 UE : case of non CSG UEs or non CSG HNB
It is proposed to alleviate the potential security risks discussed in this section when the HNB-GW performs access control for the case of non CSG UEs or non CSG HNB. 
2.2 Solutions
The solution presented in S3-092204, accepted awaiting response to S3-092205, presents means to minimize the impact the discussion below provides solutions to mitigate the threat.
From the analysis in section 2.1, some measures should be taken to ensure that normal call will not be granted for unauthorized UE. 
To resolve this issue some solutions are available:

1) In case of non CSG UEs or non CSG HNB, HNB sets a new Emergency Cause IE in INITIAL UE Message when the Establishment Cause IE from radio interface indicates emergency call. CN will perform consistency check between the Emergency Cause and the actual service from NAS point of view. If CN detects that normal call is established by NAS protocol procedures in spite of reception of Emergency Cause IE, then CN can stop the call establishment procedure.
2) CN sets a new Call Type IE in downlink RANAP message (e.g. COMMN ID message) from CN according to the service identification from NAS point of view. Call Type will indicate normal call or emergency call. HNB-GW will perform consistency check between the Call Type IE and Registration Cause IE if Registration Cause is set to emergency call. If HNB-GW detects that normal call is set in Call Type IE in spite of reception of Registration Cause set to emergency call, then HNB-GW can stop the call establishment procedure.
3) HNB GW always sniffing the NAS protocol messages. If the HNB-GW detects that the normal call is established by NAS protocol messages in spite of reception of Emergency Cause IE, then HNB-GW can stop the call establishment procedure.

4) HNB GW always checks the RANAP RAB Parameter IE. If the HNB-GW can know from, for example, the Allocation Retention Priority IE (ARP IE) that the RAB is highest priority, then probably it can guess the consistency. If the HNB-GW detects that different priority is requested in RAB Parameter in spite of reception of Emergency Cause IE, then HNB-GW can stop the call establishment procedure.
2.3 Discussion

Here we discuss the pros and cons of the four solutions presented in Section 2.2.

Solution 1 is valid only if HNB sets a new Emergency Cause IE in INITIAL UE Message in case of non CSG UEs or non CSG HNB. This solution requires changes in current protocol specification 
From CN point of view, since CSG-ID is not set in RANAP message in case of non CSG UEs or non CSG HNB, CN does not know whether the UE originates the call from CSG cell or from Macro Cell. Also, CN does not know whether CSG UE originates the call or Macro UE (including non CSG UE) originates the call. So, in case of solution 2, CN always needs to set a new Call Type IE based on service identification. This will cause additional processing in CN, compared to solution 1 it has delayed impact and will cause unnecessary traffic between CN and RAN therefore it is suggested to drop solution 2.
Solution 3 and 4 need only the HNB-GW to check the existing protocol messages or IE this comes with inherent benefit that no new information / changes in protocol is required. However, solution 4 (HNB-GW check ARP IE) is not guaranteed to work all the time because the UTRAN highest priority is also used for other purposes than Emergency RAB. 
Solution 3 is always possible and it does not require any changes to the protocol specification. However solution 3 comes with extra burdern on HNB-GW in the form of always checking the NAS messages.
3. Conclusions and Proposal 

This paper analyses the problem of access control due to the fake "Establishment Cause value" from UE in the case of non CSG UEs or non CSG HNB. 
Four solutions are presented out of which 2 (solutions 2 and 4) are not viable. Both solutions 1 and 3 can take care of the threat in discussion but solution 1 requires changes in the specification while solution 3 can create extra load on the HNB GW. So as to avoid any changes in the specification it is proposed to capture solution 3 as a means to counter the given threat; see accompanied CR.
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