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1. Introduction

At the current SA3#58 meeting, the NIMTC Rappoteur has submitted a proposed skeleton (section structure)_ for TR 33.868 on Security Aspects of MTC. One of the proposed sections is Section 5 Key Issues, which was suggested to be intended for describing security issues, and requirements and solutions addressing the identified issues. 

Assuming that the ‘Key Issues’ section is agreed upon by SA3, InterDigital proposes this contribution in which we propose two “key issues” for the TR on the security aspects of  Machine Type communications.
2. Background

The proposed skeleton for the TR on Security Aspects of Machine Type Communications, proposed elsewhere for SA3#58,  includes a section on “key issues”. This pCR proposes two important key issues for that section: (1) “the discovery and processing of security-related device attributes” and (2) “MTC shared subscriptions”. The former includes many attributes which are related to security and which would be useful for e.g. fraud management, access-control and the invocation of appopriate security policies. The latter is a potentially useful feature (described in TR23.888) which has security implications.
3. pCR

The following pCR is for TR 33.868, the Security Aspects of Machine-Type Communications.

**************************** start of first change *****************************

5.1
Key Issue – The Discovery and Processing of Security-Related Device Attributes
5.1.1
Issue Details

Certain attributes of connected M2M devices may be discovered by the network, either by direct connection or via an M2M gateway. Some of those attributes may be security-related and the network would be able to make security-policy decisions as a result of information contained in the device attributes. Such attributes could include:

· Method of secure access to device (e.g. physical key, password, escorted by local staff, etc)

· whether and how network-access subscription is shared between multiple devices

· assurance of  security capabilities and/or  security status of device
· device supports secure device location functionality

· device supports a secure real-time clock

· Battery condition indication (security related in some cases, e.g. prisoner tracking device)

· Device supports autonomous emergency call functions

· Hazardous environment (e.g. flammable gas, high-voltage cables, etc)

The information gathered  may be used by different functions in the networks to:

· alert the fraud management system that multiple device share these subscription credentials

· make access-control decisions

· provide information which will be of use to service personnel.;

· apply security policy decisions such as whether or not to allow certain types of secure transactions, e.g. the download of security-related applications or credentials;

· alert a service provider as to a security-related failure condition;

5.1.2
Security Requirements
Editor’s Note: Capture agreements on security requirements for solving the key issue. This subclause may be omitted if deemed unnecessary. 
5.1.3
Solution Description
5.1.3.1
Solution 1
5.1.3.2.
Solution 2 

5.1.4
Evaluation

Editor's note: This chapter contains analysis of the solutions, for example a threat analysis, risk and benefit trade-off analysis.
5.2
Key Issue - MTC Shared Subscriptions
5.2.1
Issue Details
The home PLMN provides subscriptions to MTC devices and allows one or more MTC Devices to share a subscription. Devices may share a common subscription. Such a commonly shared subscription indicates architectural enhancements, which require study of security aspects. 
5.2.2
Security Requirements
Editor’s Note: Capture agreements on security requirements for solving the key issue. This subclause may be omitted if deemed unnecessary. 
5.2.3
Solution Description
5.2.3.1
Solution 1
5.2.3.2.
Solution 2 

5.2.4
Evaluation

Editor's note: This chapter contains analysis of the solutions, for example a threat analysis, risk and benefit trade-off analysis.

5.3
Key Issue - <Name>

5.3.1
Issue Details

Editor’s Note: This section is intended to provide details of the issue, i.e. the threat, explaining the assumptions and how the threat happens.
5.3.2
Security Requirements
Editor’s Note: Capture agreements on security requirements for solving the key issue. This subclause may be omitted if deemed unnecessary. 
5.3.3
Solution Description
5.3.3.1
Solution 1
5.3.3.2.
Solution 2 

5.3.4
Evaluation

Editor's note: This chapter contains analysis of the solutions, for example a threat analysis, risk and benefit trade-off analysis.
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