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	Start of the Modified Sections


A.2
Combined Device and HP Authentication Call-flow Example

The certificate based mutual authentication between the H(e)NB and the core network, followed by an EAP-AKA-based HP authentication exchange between the H(e)NB/HPM and the AAA server, is specified in clause 7.2. As example the call flow between the H(e)NB, SeGW and AAA server is shown in Figure A.2. This example illustrates an autonomous device integrity check followed by initiation of combined device and HP authentication.
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Figure A.2: Combined certificate and EAP-AKA-based authentication

1. TrE brings H(e)NB to secure boot and performs device integrity check of H(e)NB.

NOTE:
If the device integrity check fails the following procedure is not executed.

2.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.

3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.

4.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The authentication type indication in user profile which is selected selected by H(e)NB’s identity presented in the IDi payload may be used and enforce the choice of authentication (device only or combined device and HP).  The H(e)NB then sends IKE_AUTH request with the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address should be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes. If configured to check the validity of the SeGW certificate the H(e)NB retrieves SeGW certificate status information from the OCSP responder. Alternatively the H(e)NB may add an OCSP request to the IKE message.
5.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.  The SeGW may check the validity of the certificates using CRL or OCSP.  If the H(e)NB request contained an OCSP request, or if the SeGW is configured to provide its certification revocation status to the H(e)NB, the SeGW retrieves SeGW certificate status information from the OCSP server, or uses a valid cached response if one  is available.
6.
The SeGW sends IKE_AUTH response with its identity in the IDr payload, the AUTH parameter and its certificate to the H(e)NB. If the SeGW has SeGW certificate status information available, this information is added to the IKE response to H(e)NB.
7.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS. The H(e)NB checks the validity of the SeGW certificates using the OCSP response if configured to do so.
8.
The H(e)NB sends another IKE_AUTH request message with the HP’s identity in the IDi payload and the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
9.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH request message received in step 8.
10.
The AAA Server shall fetch the subscription data and authentication vectors from HSS/HLR.

11.
The AAA Server initiates the authentication challenge.

12.
The SeGW sends IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. 

13.
The H(e)NB processes the EAP challenge message and uses the HPM for verification of the AUTN and generating the RES parameters. Optionally, processing of the whole EAP challenge message, including verification of the received MAC with the newly derived keying material may be performed within the H(e)NB’s HPM.

14. The H(e)NB sends the IKE_AUTH request with the EAP-Response/AKA-Challenge to the SeGW.

15. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

16.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.


17.
The EAP Success message is forwarded to the H(e)NB over IKEv2 
in IKE_AUTH response.

18.
Tthe H(e)NB takes its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. 

19. IKE_AUTH request with the AUTH parameter is sent to the SeGW.

20.
The MSK received in step 16 is used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

21.
The SeGW checks the correctness of the AUTH received from the H(e)NB. The SeGW should send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the IKE_AUTH response with AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

22.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.
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