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************* START OF 1. CHANGE *************
7.2.4
UE originating procedures for e2e using KMS – MIKEY-IBAKE

Figure x shows the originating call set-up procedures for real-time traffic using KMS and MIKEY-IBAKE based security.

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.   
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Figure x: Originating call flow for e2e case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If the IMS UE prefers e2e-security for this session to be established using KMS and MIKEY-IBAKE for key management, then the IMS UE shall proceed as described in this clause. The IMS UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE. KMS interactions are described in clause 6.2.4. 

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment.
The procedure in the above figure is now described step-by-step.

1.
Depending on KMS and local policy, the IMS UE A will either interact with the KMS to obtain private keys. This step can take place at any time. 

2.
IMS UE A sends an SDP offer for an SRTP stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. 

3.
The P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing an MIKEY-IBAKE response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. 

8.
IMS UE A sends another SDP offer for an SRTP stream containing a MIKEY-IBAKE offer for IMS UE B to the P-CSCF. 

9.
The P-CSCF forwards the SDP offer towards the S-CSCF.

10.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

11.
The S-CSCF receives the SDP answer from the terminating network containing an MIKEY-IBAKE response. 

12.
The S-CSCF forwards the SDP answer to the P-CSCF. 

13.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

14. When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE A protects media plane traffic to and from IMS UE B using keys established using MIKEY-IBAKE.
************* END OF 1. CHANGE *************
************* START OF 2. CHANGE *************
7.3.4
UE terminating procedures for e2e using KMS – MIKEY-IBAKE 

Figure x shows the terminating call set-up procedures for real-time traffic using KMS and MIKEY-IBAKE based security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 10: Terminating call flow for e2e case 

An IMS terminating session set-up according to 3GPP TS 23.228 [3] is performed, with modifications as described in the following. KMS interactions are described in clause 6.2.4. 

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment. 
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP stream containing a MIKEY-IBAKE message.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for an SRTP stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP offer for an SRTP stream to IMS UE B. 
4.
UE B replies with an SDP answer for an SRTP stream, including a MIKEY-IBAKE response. 

5.
The P-CSCF forwards the SDP answer to the S-CSCF.
6.
The S-CSCF forwards the SDP answer towards the originating network.
7.
The S-CSCF in the terminating network receives anathor SDP offer for an SRTP stream containing a MIKEY-IBAKE message.

8.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for an SRTP stream to the P-CSCF. 
9.
The P-CSCF forwards the SDP offer for an SRTP stream to IMS UE B. 
10.
UE B replies with an SDP answer for an SRTP stream, including a MIKEY-IBAKE response. 

11.
The P-CSCF forwards the SDP answer to the S-CSCF.
12
The S-CSCF forwards the SDP answer towards the originating network
13.
 When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE B protects media plane traffic to and from IMS UE A using keys established using MIKEY-IBAKE.
************* END OF CHANGES *************
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14. Completion of session setup and bearer setup procedures
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13. Completion of session setup and bearer setup procedures
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