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1
Introduction
There was discussion in last meeting about the relationship between different keys and key set identifiers in the relation to IRAT mobility from LTE to UTRAN/GERAN.

This paper collects the relevant parts of the different specifcations dealing with GPRS Kc, UTRAN PS CK and UTRAN PS CK for the purpose of showing the following:

· The GPRS Kc, UTRAN PS CK and UTRAN PS IK all belong to the same keyset which is identified by the same key set identifier.

· When either GPRS Kc or UTRAN PS CK/IK are updated, then so is the corresponding key (and key set identifier).

The main points is that the functionality of the UMTS security context is as follows:

· The USIM is able to store GPRS Kc, GPRS key set identifier, UTRAN PS CK/IK, but is not aware of if there is any relationship between these intities stored in the USIM.
· The ME stores all the keys and key set identifiers on the USIM at certain events.

· The network ensures that the key set identifiers assigend to the key set is the same for both the GPRS Kc and the UMTS PS CK/IK.

2
Discussion

2.1
GPRS Kc, UTRAN PS CK/IK are part of the same key set
The first point that the GPRS Kc and the UTRAN PS CK/IK are all part of the same key set can be seen from TS 33.102 v 8.5.0. The definition of UMTS security context can be found in section 3.1, see below. It is stated that one is still in a UMTS security context, if the keys CK/IK are converted into Kc to work with a GSM BSS.
*****Section 3.1 in TS 33.102

 “UMTS security context: a state that is established between a user and a serving network domain as a result of the execution of UMTS AKA or as a result of inter RAT mobility from E-UTRAN [28] to UTRAN or GERAN. At both ends "UMTS security context data" is stored, that consists at least of the UMTS cipher/integrity keys CK and IK and the key set identifier KSI. One is still in a UMTS security context, if the keys CK/IK are converted into Kc to work with a GSM BSS.”

*****END

Also, the figure in section 6.8.1.1 in TS 33.102 (see Annex A) describes the UMTS security, where clearly Kc is part of the UMTS security context.

2.2
GPRS Kc, UTRAN PS CK/IK are identified by one and only one key set identifier

Some of the confusion in last meeting stemed from the fact that the USIM has one field for storing a Kc and its corresponding key set identifier (CKSN) and another field for the CK/IK and their key set identifier (KSI), see this excerpt from TS 31.102:

Keys used in GERAN access:

· EF-Kc contains: Kc (8 bytes) & CKSN (1 byte) (only CS)

· EF-KcGPRS contains: Kc (8 bytes) & CKSN (1 byte) (only PS)

NOTE: Kc128 in GERAN access is not stored on USIM

Keys used in UTRAN access:

· EF-Keys contains: CK (8 bytes), IK (8 bytes), KSI (1 byte) (only CS)

· EF- KeysPS contains: CK (8 bytes), IK (8 bytes), KSI (1 byte) (only PS)

However, since all these keys are part of the same key set, the ME stores the same key set identifier in both the Kc field and in the CK/IK field.
TS 33.102 section 6.8.1.5 (see Annex A), describes that at UMTS AKA, if the USIM supports feature 1, the USIM derives the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK using conversion function c3 and sends the derived Kc to the ME.
Also TS 31.102 section 7.1.1.1 (see Annex A), describes the output from USIM at UMTS AKA in GERAN and UTRAN. The USIM always provides the Kc as output if service number 27 (called feature 1 in TS 33.102) is supported on USIM.
TS 24.008 section 9.4.9 (see ANNEX A), defines the signalling procedure Authentication and ciphering request, where the network sends the KSI- key set identifier (equal CKSN) together with the RAND and AUTN when a UMTS AKA takes place. 

The USIM provides CK, IK and Kc - if service number 27 is supported on USIM at UMTS AKA. All these keys will be assigned the same key set identifier as they all belong to the same UMTS security context. The GPRS CKSN parameter in the signalling procedure Authentication and ciphering request, as shown in section 9.4.9 in TS 24.008 (see Annex A), provides the key set identifier to all three keys.  In particular note that there is only one CKSN in the message.
Note that TS 24.008, section 4.3.2.4 (see ANNEX A), contains a note which says that: “In some specifications the term KSI (Key Set Identifier) is used instead of the term GPRS ciphering key sequence number.“
Also in section 4.7.7.4 in TS 24.008 (see Annex A), the GPRS CKSN is described, and the description shows the coupling of the three keys CK, IK and Kc in the UMTS security context i.e. if GPRS CKSN is deleted then all the associated GPRS GSM ciphering key, GPRS UMTS ciphering key and GPRS UMTS integrity key shall be deleted (i.e. the UMTS security context is no longer valid).
4
Conclusion and proposal
As shown above, UMTS treats the Kc, CK/IK and the corresponding key set identifier as one single unit. That is, the elements are created, deleted and updated simultaneously. 

Since this is the case, it is proposed that at IRAT mobility from LTE to UTRAN/GERAN, the ME and network shall also treat them as a single unit. If this is not done, the UMTS security context used in UTRAN/GERAN will be different depending on if it was established in UTRAN/GERAN or if it was mapped from an EPS security context.

Concretely, it is proposed that in addition to the currently specified derivation of CK' and IK' from K_ASME at IRAT mobility from LTE to UTRAN/GERAN:

· the ME also derives the GPRS Kc' from CK' and IK' using the c3 function defined in TS 33.102, and that
· the ME stores the GPRS Kc' and KSI corresponding to the CK'/IK' on the USIM.

With these additional rules, the state in the ME will be the same as if the mapped UMTS security context was established using UMTS AKA in UTRAN.

Annex A
***** Section 6.8.1.1 in TS 33.102


[image: image1.wmf] 

Release 99+ VLR/SGSN

 

Release 98

-

 

VLR/SGSN

 

Release 99+

 

HLR/AuC

 

USIM

 

RAND

 

AUTN

 

RES

 

CK

 

IK

 

CK, IK

 

Kc

 

UTRAN

 

ME capable of

 

UM

TS AKA

 

RAND

 

AUTN

 

RES

 

[Kc]

 

CK, IK

 

Kc

 

GSM BSS

 

CK, IK 

 

à

 

 Kc

 

RES 

 

à

 

 SRES

 

CK, IK 

 

à

 

 Kc

 

ME  not

 

capable of UMTS

 

AKA

 

CK, IK 

 

à

 

 Kc

 

CK, IK 

 

à

 

 Kc

 

RES 

 

à

 

 SRES

 

RAND

 

[AUTN]

 

SRES

 

[Kc]

 

Kc

 

RAND

 

SRES

 

[Kc]

 

Kc

 

ME

 

CK, IK 

 

à

 

 Kc

 

RES 

 

à

 

 SRES

 

Quintets

 

Triplets

 

CK, IK 

 

à

 

 Kc

 

RES 

 

à

 

 SRES

 

UMTS security 

context

 

GSM security 

context

 

CK, IK 

 

à

 

 Kc

 


*****END

***** Section 6.8.1.5 in TS 33.102

 “The USIM shall support UMTS AKA and may support backwards compatibility with the GSM system, which consists of:

Feature 1:
GSM cipher key derivation (conversion function c3) to access GSM BSS attached to a R99+ VLR/SGSN using a dual-mode R99+ ME;

Feature 2:
GSM AKA to access the GSM BSS attached to a R98‑ VLR/SGSN or when using ME not capable of UMTS AKA;

Feature 3:
SIM‑ME interface (GSM 11.11) to operate within ME not capable of UMTS AKA.

When the ME provides the USIM with RAND and AUTN, UMTS AKA shall be executed. If the verification of AUTN is successful, the USIM shall respond to the ME with the UMTS user response RES and the UMTS cipher/integrity keys CK and IK. The ME shall store CK and IK as current security context data on the USIM. If the USIM supports access to GSM cipher key derivation (feature 1), the USIM shall also derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and IK using conversion function c3 and send the derived Kc to the ME. In case the verification of AUTN is not successful, the USIM shall respond with an appropriate error indication to the ME.”

*****END

***** Section 7.1.1.1 in TS 31.102

 “If Service n°27 is "available", the USIM calculates the GSM response parameter KC, using the conversion function defined in TS 33.102 [13].

Input:

‑
RAND, AUTN (AUTN:= SQN ÅÅ AK || AMF || MAC).

Output:

-
RES, CK, IK if Service n°27 is "not available".

or

-
RES, CK, IK, KC if Service n°27 is "available".
or

-
AUTS.”

*****END
***** Section 9.4.9 in TS 24.008
9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/3GPP TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/TS 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Authentication and ciphering request message identity
	Message type

10.4
	M
	V
	1

	
	Ciphering algorithm
	Ciphering algorithm 

10.5.5.3
	M
	V
	1/2

	
	IMEISV request
	IMEISV request

10.5.5.10
	M
	V
	1/2

	
	Force to standby
	Force to standby 

10.5.5.7
	M
	V
	1/2

	
	A&C reference number
	A&C reference number

10.5.5.19
	M
	V
	1/2

	21
	Authentication parameter RAND
	Authentication parameter RAND 

10.5.3.1
	O
	TV
	17

	8-
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	C
	TV
	1

	28
	Authentication parameter

AUTN
	Authentication parameter AUTN

10.5.3.1.1
	O
	TLV
	18


*****END
***** Section 4.7.7.4 in TS 24.008
4.7.7.4
GPRS ciphering key sequence number

NOTE:
In some specifications the term KSI (Key Set Identifier) is used instead of the term GPRS ciphering key sequence number. 

*****END
***** Section 4.7.7.4 in TS 24.008
4.7.7.4
GPRS ciphering key sequence number

The security parameters for authentication and ciphering are tied together in sets. In a GSM authentication challenge, from a challenge parameter RAND both the authentication response parameter SRES and the GPRS GSM ciphering key can be computed given the secret key associated to the IMSI. In a UMTS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the GPRS UMTS ciphering key and the GPRS UMTS integrity key can be computed given the secret key associated to the IMSI.

In order to allow start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced. 

The GPRS ciphering key sequence number is managed by the network such that the AUTHENTICATION AND CIPHERING REQUEST message contains the GPRS ciphering key sequence number allocated to the GPRS GSM ciphering key (in case of a GSM authentication challenge) or the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge) which may be computed from the RAND parameter carried in that message.

If an authentication and ciphering procedure has been completed successfully and a GPRS ciphering key sequence number is stored in the network, the network shall include a different GPRS ciphering key sequence number in the AUTHENTICATION AND CIPHERING REQUEST message when it intiates a new authentication and ciphering procedure.

The MS stores the GPRS ciphering key sequence number with the GPRS GSM ciphering key (in case of a GSM authentication challenge) and the GPRS UMTS ciphering key and the GPRS UMTS integrity key (in case of a UMTS authentication challenge), and includes the corresponding GPRS ciphering key sequence number in the ROUTING AREA UPDATE REQUEST, SERVICE REQUEST and ATTACH REQUEST messages.

If the GPRS ciphering key sequence number is deleted, the associated GPRS GSM ciphering key, GPRS UMTS ciphering key and GPRS UMTS integrity key shall be deleted (i.e. the established GSM security context or the UMTS security context is no longer valid).“
*****END
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