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4.4.2
Requirements on H(e)NB
The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. 

- 
The H(e)NB shall authenticate the SeGW. The authentication shall take place based on a SeGW certificate.
-
Optionally the hosting party of the H(e)NB may be authenticated.
-
If hosting party authentication is used, the H(e)NB shall shut down its air interface and disconnect from the operator’s core network on removal of the HPM which was used for authentication towards the MNO.
-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Security protections  i.e. integrity, confidentiality, authenticity, of  sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall be maintained at the H(e)NB.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
· All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.
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4.4.4
Requirements on H(e)MS

The requirements on the H(e)MS are:

-
The H(e)MS shall be authenticated by the H(e)NB if the H(e)MS is accessible on the public Internet and may be authenticated by H(e)NB if the H(e)MS is accessible on the MNO Intranet using a H(e)MS certificate. The H(e)MS certificate shall be provided by a MNO trusted CA.

-
The H(e)MS shall authenticate the identity of the H(e)NB if the H(e)MS is accessible on the public Internet and may authenticate the identity of the H(e)NB if the H(e)MS is accessible on the MNO Intranet, using a H(e)NB certificate. This identity shall be the same as used during backhaul link establishment (cf. sub-clause 4.4.5 of this document).

-
If the H(e)MS is accessible on the MNO Intranet and the mutual authentication between H(e)MS and H(e)NB is not performed the identity of H(e)NB has to be transferred over the H(e)MS link.

NOTE1:
In case of H(e)MS accessible on the MNO intranet there may be an additional secure end-to-end tunnel between H(e)NB and H(e)MS carried inside the secure backhaul link.

NOTE2: 
Mutual authentication between H(e)MS and H(e)NB may not be necessary if the H(e)NB is connected to the H(e)MS through the core network and  mutual authentication between H(e)NB and SeGW has taken place.
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5.4
Other security features

The communication between the time server and H(e)NB shall be mutually authenticated and integrity protected. 

Access control shall be performed in the HNB-GW and optionally in HNB in case of non-CSG capable UEs or non-CSG capable HNBs. 
In case of CSG capable UEs and CSG capable H(e)NBs, the SGSN/MSC/VLR shall perform access control for UE for accessing HNB and the MME shall perform access control for HeNB.as described in [13] and [14]

The H(e)MS, H(e)NB-GW or MME shall perform H(e)NB location verification,

NOTE: 
Location verification is needed to satisfy various security, regulatory and operational requirements of operators.
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