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************************************ start of 1st change ************************************
7.1.8
Measures for Protection Against Mobile Phone Virus

1 User perspective 
It would be helpful if users took measures such as those given below:

a. 
b. 
c. 
d. 
e. 
f. Never install unauthentic software onto your mobile 
Never install any software onto your mobile phone unless you know and trust the source of that software and you were expecting to receive it. This refers to any software or application that you receive on your phone through any channel, e.g. by download over WAP/web, attached to an SMS, MMS, Instant Message or E-mail, through Bluetooth™, infra-red or data connection, via synchronisation with a computer or from a memory card or other temporary storage device read by the phone. [18]
g. Never load unauthorized copies of software onto your mobile 
Never load unauthorised ('pirate') copies of software onto your phone as these may be carrying hidden viruses or other malicious code. [18]
h. Install specialist anti-virus software onto your mobile 
If you are particularly concerned around the potential infection of your phone by mobile malware, you may wish to consider installing specialist anti-virus software on your phone. Some mobile service providers, together with a number of independent anti-virus companies, offer phone based anti-virus software. Other security software solutions, such as firewalls and anti-adware software are also now available for mobile phones. [18]

i. Never ignore or override security prompts displayed by your mobile 
Never ignore or override security prompts displayed by your phone unless you are confident that you fully understand the risks associated with these actions. [18]
j. Install process management 
Using process-management software, advanced users can search for suspicious processes on your mobile phone and stop them. 
k. Be careful with Wi-Fi and Bluetooth 
Disable Wi-Fi and Bluetooth when you’re outdoors. These functions are easy to exploit for sending malicious code or viruses. It’s also possible that sensitive information could be intercepted by a sniffer when these functions are enabled.  If you want to use Wi-Fi and Bluetooth, then choose the best security level possible and avoid connecting automatically to unverified entities.
l. Back up frequently 
Contact lists are vitally important to the company you work for and to you personally. If the list is lost or stolen, the consequences can be disastrous. It’s a good practice to make frequent backups of data stored on mobile devices. Then, even if your mobile device has been infected, you can recover the default phone settings to clean the system. 
m. Be careful saving sensitive business data on your mobile phone 
If the mobile phones and PDAs are not well-designed, it may not very secure. If you want to save senstive busines data to your mobile phone, then make sure that the mobile phones complies to the security requirements of your company and offers a sufficient level of protection by design, software and hardware. Some mobile phones do not offer a security level acceptable for company security policies for data that is classified highly sensitive.
The user may also follow the guidance of the GSMA Fraud and Security recommendations [18].
2 Operator perspective 
The Operator Provider and ICP (Internet Content Provider) can take measures (e.g., Firewalls deployment, Intrusion-detection and abnormal traffic detection.) to inspect and control messages passing by the network server or network gateway, in order to protect against virus.
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