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1. Introduction

This contribution proposes text for the clause on general enrolment architecture for base stations to resolve the editor’s note on methods for operator root certificate provisioning.
2. Background

For operation in operator network the base station is in need of the operator root certificate, to check the integrity protection on the messages from the RA/CA in the enrolment phase and later authenticate the SEG of the operator before IPsec tunnel setup. Four methods for provisioning of the root certificate were discussed in SA3, with one method being to pre-configure the base station with the operator root certificate before enrolment, while three other methods comprise the transfer of the operator root certificate during CMPv2 protocol run. These three methods have the advantage that a base station must not be preconfigured for deployment with a specific operator, neither in factory nor on-site. This has operational and security advantages. These methods are listed in an Editor’s Note in clause 9.1.1.
The first method listed there does not require the pre-configuration of the base station with an operator specific certificate, while the two other methods are still in need of such pre-configuration, namely with a cross-certificate of the operator root key. To perform such cross-signing, either a vendor root CA or another CA trusted by the operator has to be deployed.
A detailed analysis of the threats and risks for the enrolment process was given in S3-091771 to the SA3 adhoc meeting in September 2009, thus only the main points shall be repeated here:
The methods with cross-signing allow the check of the operator root certificate, after it was transferred in the CMP protocol run. This requires either an extensive cross-signing infrastructure where every vendor cross-signs the root CA of each of his customers, or that that some operator trusted CA is established and cross-signs the root CAs of all operators. In fact, the practical implications of such a large-scale cross-signing infrastructure may turn out to be a major obstacle to rapid deployment and wide-spread adoption of automatic credential enrolment.
The method listed first avoids this complex and costly infrastructure, while still allowing the enrolment of base stations without pre-configuration for a specific operator. As the analysis in S3-091771 shows, the small additional risks introduced by this method go along with a big reduction in operational and contractual overhead.

To allow the mass deployment of base stations with automatic credential enrolment methods without pre-configuration of each base station for a specific operator are to be included in this specification, at least as an option. To give each operator the freedom to decide for itself on the trade-off between added security and added overhead complexity and cost, it is proposed that all three methods are to be supported.
Note: The Editor’s Note mentions three different methods for provisioning of the root certificate. As two of these methods only differ in the entity operating the cross-signing CA, for the clarity of the specification these two methods were combined in the proposed text. This does not change the meaning, but leads to only two methods described in the new text for provisioning during the CMP protocol run.
3. pCR
The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

The change marks are against the text in S3-100005, which was provided as baseline for SA3#58.

************************** start of changes ************************

9.1.1
Architecture

Figure 9.1 shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.

[image: image1]
Figure 9.1: Overview of the security architecture

Editor’s Note:
The above figure 9.1 contains the Network Element Manager (NEM) and an SEG with dashed lines. It is ffs if these elements are to be included. If NEM is included, then it is ffs whether, and, if so how, the CMP client functionality is to be split between base station and NEM.

The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed.

On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed certificate of the base station and the vendor root certificate pre-installed in the network. The base station shall check the integrity protection on the messages from the RA/CA based on the operator root certificate provisioned in the base station. In a response message the base station receives the operator-signed certificate. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified. 

Editor’s Note:
It is for further study how to ensure that only specific, authorised base stations can successfully enrol to obtain an operator-signed certificate.

The operator root certificate may be provisioned in the base station prior to or during the CMPv2 protocol run. The protection of the operator root certificate during provisioning may be decided by operator security policy. If an operator root certificate provisioned prior to the CMPv2 protocol run is available the base station shall use it. Otherwise, the base station shall use the operator root certificate provisioned during the CMPv2 run. If no operator root certificate is provisioned at all then the base station shall abort the procedure. 

The following methods for provisioning of the operator root certificate shall be supported:

-
the operator root certificate is provisioned to the base station prior to the CMPv2 protocol run;
-
the CMPv2 protocol run provides the operator root certificate to the base station without any cross-certificate;
-
the CMPv2 protocol run provides to the base station the operator root certificate and a cross-certificate to validate the name and the public key of the operator root certificate. The cross-certificate is signed by a vendor CA or by another CA trusted by the operator. The root certificate to validate the cross-certificate is preconfigured in the base station.

· 
· 
· 
After enrolment has been performed, the base station can use the operator-signed certificate to authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station then authenticates the SEG using the operator root certificate.

NOTE:
The authentication towards the SEG is part of the normal usage of IPsec-based backhaul security according to TS 33.210 [1].

If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.

************************** end of changes *************************
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Vendor root certificate is pre-installed.





Vendor-signed certificate of base station public key is pre-installed.
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The base station obtains the operator-signed certificate on its own public key from RA/CA using CMPv2.
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Enrolled base station certificate is used in IKE/IPsec.





Operator root certificate is pre-installed.
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