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*****BEGIN OF CHANGES*****

5.2.1
General 


This alternative simply consists in providing a removable-UICC to each deployed M2M equipment. In principle, it can apply without substantial differences for both the following cases: 

· The UICC is a “traditional” one; 

· The UICC has a new Form Factor, specifically designed to take in possible M2M peculiarity and/or requirements (e.g. high temperatures, long life duration, vibrations, etc..). 

This approach rests on the following assumptions:  
· a generic M2M solution studied within 3GPP should aim providing benefits for the MNOs represented in 3GPP and hence to all the parties (e.g. Vendors, smart card manufacturers) supporting the MNOs to provide services. Some possible M2M use cases were identified, but several others could certainly be added and there is not any official list of “M2M use cases” to be considered nor a list of those “to be ignored” for the purpose of this study. In this scenario, as M2M subscribers’ needs and requirements are “use case”-specific and potentially divergent each other, whatever M2M solution fitting all possible (and potentially unknown) M2M scenarios in the same optimal way is considered unrealistic. Moreover M2M subscribers are usually not directly represented in 3GPP. Based on this, M2M subscribers’ needs and requirements in terms of M2M should be represented in 3GPP via MNOs (as this appears as the only practicable way forward. 

· the generic M2M equipment getting access to the 3GPP Core Network falls within the category of 3GPP terminals. In other words, as in practice it is not possible to limit the application of M2M specific security requirements only to M2M equipment, the M2M security solutions shall not lower the 3GPP security when applied to 3GPP terminals, e.g. consumer mobile terminals. 

The following subsections show how the Architecture under consideration fits the M2M scenario, providing benefits to the MNOs and hence to all the involved parties. In particular, it will be shown how it allows solving/counteracting the following issues: 

· Initial provision of a new M2M equipment with a new USIM application from an operator of M2M subscriber’s choice. 
· Changing subscription to a different operator. 
· Cloning prevention. 
· Unauthorized removal of a UICC from the M2ME.  
*****NEXT CHANGE*****


 5.3.1.2
Principles

Initial provisioning of M2M Equipments is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. The following steps describe the mechanism for change of MNO OTA. Note that the M2M subscriber in the following may in fact also be an M2ME manufacturer if it is the case that this is logistically favourable. 

1) The M2M subscriber chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed. UICCs are distributed from MNOA to the M2M subscriber.

2) After initial service has started (or even before it has begun, if agreed in the contract) the M2M subscriber may decide to swap to another MNO = MNOB. 
3) MNOB delivers a list of IMSI to MNOA, for all M2ME that shall change MNO. 

4) MNOA changes IMSI in the USIM to the new IMSI obtained from MNOB for all relevant M2ME, using standardised OTA procedures. The last stage of the OTA procedure is to reset the USIM so that on next activation the new IMSI is presented to the M2M equipment
5)  MNOA delivers a list to MNOB containing all M2ME with their new IMSI, subscriber key K, and the associated OTA key. 

6) MNOB can now offer services to these M2ME. If it desired MNOB can as an option later also change the subscriber keys OTA.

7) If the M2M subscriber decides that a further operator change is required (e.g. to MNOC) then the above procedure is repeated.

The procedure of remote subscription change in Alternative 3a is executed as depicted in figure 5.3.1.2-1.

 
[image: image1]
Figure 5.3.1.2-1: K transfer between operators
*****END OF CHANGES*****
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