3GPP TSG-SA3 (Security)
S3-100128
SA3#58, 1-5 Feb 2010, Xi’an, China
revision of S3-10xyzw
Source:
China Mobile

Title:
Discussion about Relay Node Security
Document for:
Discussion and decision
Abstract of the contribution:

In this paper, we analyzed relay node security issues for the LTE system and also proposed some requirements for the relay node.

1. Introduction 
Relay node can be used to improve the coverage and capacity of the network. It will be deployed by operator and fully under operator’s control. It connects to the network over wireless bearer. 
Relay node will be seen as an eNB from UE’s view as well as it will be seen as a UE from DeNB’s view. In this architecture, there are some new security issues for relay node. So based on these threats, we need to propose security scheme to make sure relay node is securely connected to the network.
2. Security Threats Analysis for Relay Node

1 Identity Personating
A malicious relay node can act as a fake node and then try to access the core network. 

2. Eavesdropping on the Un connection

· On one hand, RN acts as an eNB for the real UE, the attacker can eavesdrop the communication in the Un interface. So we need to consider to have the requirement like the control plane communication shall be integrity protected and should be confidentiality protected. 
a) If PDCP security mechanism is still used in the Un, which RN acts as a UE for the network, the control plane communication between the UE and eNB will not be fully integrity protected because the control plane between the UE and RN will turned into user plane between the RN and eNB. 

b) On the other hand, since RN is connected with DeNB over wireless bearer. So in order to remove the issue in the a), then some company proposed to use IPSec/IKEv2, yet if IKEv2/IPsec is used between RN and network, it shall cause performance problems for the wireless interface.
3. Security provisioning 

How to provide the key is also critical to the relay node authentication and key generation. Currently, there will be two thoughts. 
· If key is provisioned by use of USIM card, if it is removable, then it shall suffer unauthorized removal of USIM card problem and cloning problem.
· If key is provisioned by use of certificate, it cannot reuse the current security mechanism defined in LTE system and also needs to use another new public key system
4. Misuse of wireless resource 
Although the relay node will be authenticated by network, reuse of normal UE’s initial attach procedure will bring the possibility of wireless resource misuse. The reuse mechanism makes RN act as a normal UE. 
If the MME could not distinguish RN and normal UE, the malicious UE could possibly attach the network and pass the authentication easily as a normal UE. After that, UE will send RRC signaling to DeNB as a fake RN. This will cause the wireless resource being allocated improperly. 
Therefore, it is necessary for MME to identify whether this is a real UE or a RN using normal UE’s initial attach procedure.
3. Security Requirements for Relay Node

It was decided by RAN2 that legacy UE attach procedure shall be reused for RN. So the security mechanism shall also be made based on the same rules.
1) Mutual authentication between RN and network shall be supported by use of USIM card.
2) To prevent misuse of wireless resource, MME shall be able to identify whether the attached terminal is a real UE or a RN using normal UE’s initial attach procedure, and to send notification to eNB.
3) The connection between relay and network shall be integrity protected and should be confidentiality protected. The security level of relay node shall be at least as secure as LTE system.
4. Conclusion

We kindly ask SA3 to discuss the above security requirements and take them into consideration for further relay node security study.
