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This contribution discusses certificate enrolment architecture based on the NEM.  
1 Introduction
In past SA3 meeting and conference call, certificate enrolment architecture based on NEM was proposed as an option. This contribution further analyses the benefits of using this architecture. Some issues are also clarified in this contribution. It is proposed to include certificate enrolment architecture based on NEM in 3GPP specification. Certificate enrolment procedure is detailed in the companion contribution S3-100117. A pCR to the super CR is also provided in the companion contribution S3-100119. 
2 Certificate enrolment architecture based on NEM
2.1 Proposed certificate enrolment architecture
Certificate enrolment architecture based on NEM is illustrated in Figure 1. This architecture has been discussed several times in SA3. The next two sections further discuss the benefits brought by this architecture and clarify some issues about this architecture.
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Figure 1: certificate enrolment architecture based on NEM
1: Base station and SeGW perform mutual authentication based on unique pre-configured certificate issued by factory CA. A secure tunnel is established after successful authentication.

2: Optionally, base station may setup a TLS tunnel with NEM. Base station and NEM exchange necessary information for generating certificate enrolment message. Base station generates PKCS#10 request and uploads it to NEM via HTTP(s) or FTP(s). CMPv2 messages exchanges between NEM and RA/CA shall be protected based on credential deployed between NEM and RA/CA.

3: NEM sends the certificate enrolment message to RA/CA. RA/CA generates the certificate for the base station. PKCS#10 is used for POP verification. The RA/CA verifies Proof of Possession of the private key associated to the public key to be certified as sent by the base station.  Upon successful POP verification, RA/CA sends the certificate to the NEM. 

4: NEM distributes operator-signed certificate to base station via HTTP(s) or FTP(s) to complete the certificate enrolment.
2.2 Benefits brought by this architecture
There are many benefits brought by involving NEM in certificate enrolment procedure. Some of them are listed below:

1. RA/CA can be located in a more secure environment:
In this architecture, RA/CA needs only to connect NEMs which are located in operator’s inner network. RA/CA will be in a more secure environment since RA/CA only needs to open an interface to an entity whose location is much safer than base station’s. 

2. Reduce maintenance cost:
In case that the RA/CA configurations (e.g. IP address of RA) are changed, only a few NEMs need to change the configurations and millions of base stations need not to change the configurations in this architecture. The maintenance cost could be reduced.
3. Naturally prohibit abnormal base stations from enrolling or renewing certificate:
A base station which can not connect to NEM shall be considered as an abnormal base station and this base station shall not be able to enrol or renew a certificate to RA/CA. In this architecture, it could be naturally guaranteed that only base stations which can normally connect to NEMs are able to enrol or renew a certificate to RA/CA and base stations which can not normally connect to NEMs are not able to enrol or renew a certificate to RA/CA.  

4. Handling certificate enrolment requests in batch:
In this architecture, NEM could collect certificate enrolment requests from base stations and send them to RA/CA in batch. 
5. Compliance to manual certificate management procedure in error case:
In some errors cases, e.g., RA/CA can not handle on-line certificate enrolment requests, a manual certificate management procedure must be there so that base stations can enrol or renew certificate in time. If base station can not enrol or renew certificate in time, base station may not provide service normally. One possible solution in this error case is that NEM collect certificate requests from eNBs and do a manual certificate management on behalf of eNBs. The architecture based on NEM is compliance to this manual certificate management solution in error case. 
2.3 Clarifications to this architecture
Some issues about this architecture have been discussed in past SA3 meetings.  Some clarifications are listed here:
ISSUE 1: Lack of end-to-end security between NEM and eNB

Clarifications: NEM and eNB could establish a TLS tunnel so that end-to-end security could be provided. 
ISSUE2: POP

Clarifications: In order to prove that NEM has possession of the private key (in fact, NEM not possess it) corresponding to the public key for which a certificate is requested., eNB MUST generate ASN.1 DER-encoded PKCS#10 CertificateRequest or CertReqMessages specified by RFC 4211 (CRMF) instead of NEM and send the actual Certificate Request to NEM, so that NEM can construct complete and correct CMP PKImessage towards to RA/CA.
It could be seen that these issues could be solved in this architecture.
3 Conclusion
Based on analysis in chapter 2, it is concluded that proposed architecture could be bring many benefits. It is proposed to include this architecture as an option of certificate enrolment. 
It is proposed to agree the companion pCR to super CR in S3-100119.
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