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1
Introduction
This paper provides some analysis of the relay node architecture options in TR 36.806. 
2
The two architectures A and B
There are two architectures given in TR 36.806, Architecture A and Architecture B. The main difference between these is that the Architecture A terminates the user plane (UP) in the Relay Node (RN) whereas Architecture B terminates the UP in the Donor eNB (DeNB). Protocol wise this means that the GTP tunnel between the RN node and the User UE's S-GW/PDN terminates in the RN for Architecture A, but it terminates in the DeNB for Architecture B. For Option 2 of Architecture A (see below), the GTP tunnel is "hop-by-hop" with a proxy-like functionality in the DeNB.
For both architectures, the control plane (CP) protocol S1AP terminates in the RN. However, Architecture A provides the normal SCTP transport of S1AP all the way to the RN, where Architecture B terminates SCTP in the DeNB and transports the S1AP messages over RRC on the Un reference point.
Architecture A provides three options with different characteristics (note that the ordering of the options follows TR 36.806 and is intentionally not strictly increasing for ease of description):

Option 1 is the most straightforward, where the control plane traffic (S1AP/SCTP/IP) goes between the RN and the User UE's MME and the user plane traffic (GTP-U/UDP/IP) goes between the RN and the User UE's S-GW/PDN.
Option 3 is a slight modification to Option 1 where the DeNB and the RN's S-GW/PDN are co-located in the same function. The architectural implication of this co-location is that the there is no need to setup an additional GTP tunnel between the DeNB and the RN's S-GW/PDN.

Option 2 is a modification of Option 1 where the DeNB implements S1AP proxy functionality between the User UE's MME and the RN. The purpose of the proxying is to provide flexibility in re-source assignments using knowledge of different RNs connected to the same DeNB. 

3
Analysis
3.1
End-to-end or hop-by-hop security for S1 

One major architectural issue from security point of view is how to deal with the fact that there is a node present on the S1 interface between the core network and the RN. This node is the DeNB.
The first issue to decide upon is whether hop-by-hop protection is acceptable. That is, should it be allowed that the S1 traffic between the core network and the RN is visible and modifiable in the DeNB?
The threats against allowing the S1 traffic to be visible/modifiable in the DeNB are:
· The DeNB can view any UE user plane traffic from the RN to the core network.

· If the DeNB is compromised this is of course not a good situation. However, if the DeNB is compromised, the DeNB may just as well increase its transmission power and in that way entice the UE to handover to itself. If this is done, the UE would still end up having its UP data in clear text in the compromised DeNB. So this threat seems difficult/impossible to counter.
· The DeNB can view any S1AP messages coming from or are delivered to the RN.

· This implies that the DeNB would be able to detect which UEs are attached to the RNs etc. Again, an active attack from the DeNB where it lures the UE to connect to itself would give the same information.

· The DeNB may modify or inject UE user plane traffic coming from the RN.

· Any eNB attached to the core network can inject user plane traffic spoofing the source address. However, the compromised DeNB would in this setting be a bit more powerful, since the core network knows that the UE is present (from the NAS signalling) and injection of traffic in this case is more difficult to detect as maliciously injected than if it appeared from a random eNB.

· The DeNB may modify or inject S1AP message it could impersonate the RN.
In general it seems as if hop-by-hop security is used, the trust in the RN can only be as high as in the DeNB to which it is attached. It should be noted that an attacker able to compromise a DeNB would also likely be able to compromise the RN itself and perform the exact same set of attacks.

Preliminary conclusion: Depending on how much an operator trusts its DeNB, hop-by-hop security could be allowed. However, to be able to support cases where the DeNB is not trusted it must also be possible to provide end-to-end protection between the core network and the NB for both user plane and control plane traffic.
3.2
What type of security can be achieved by the two architectures? 

For architecture A, option 1 and option 3 allows that the end-to-end IPsec protection used for normal S1 backhaul protection in LTE can be re-used. Option 2 of architecture A would not allow such  protection. Using architecture A gives the flexibility of an operator to use either option 1 or 3 if end-to-end security is the highest concern, and option 2 if hop-by-hop security is considered acceptable and the additional efficiency gains that could be provided in that case, e.g., header compression and scheduling adaptation.
It is further possible to mix the options for architecture A such that the user plane is protected on a hop-by-hop basis and the control plane is protected end-to-end. This would still allow header compression etc to work on the user plane where it is most effective and the traffic load is the highest. 

Architecture B only allows that the traffic is protected in a hop-by-hop fashion.

3.3
Choice of security protocol 

End-to-end protection
For the protection of traffic between the RN and the core network the only viable option here seems to be IPsec (profiled like for eNB backhaul protection). The reason for this is that there is no benefit in designing anything new.

Hop-by-hop protection

For hop-by-hop protection there are two links to consider, Un (between RN and DeNB) and the link between the DeNB and the core network.

The link between the DeNB and the core network seems to best be protected re-using the eNB backhaul protection, since the protocols (ESP/IKEv2) are already implemented in the eNB and the core network.
For the Un reference point between the RN and the DeNB there are several possible options:

· IPsec for UP and CP: This would give the same level of protection for the Un link compared to a normal eNB (modulo the fact that it is hop-by-hop protected). It was argued in last SA3 meeting that there would be lots of packet drops due to the integrity protection used by IPsec. This would however also be true if integrity protection was added to PDCP. Further, there is both ARQ and HARQ (ARQ + error correcting codes) below the PDCP layer, so very few bit-errors will hit the PDCP packets in the end.
· Re-use PDCP: Re-use of PDCP has the disadvantage that the UP is not integrity protected. This is a difference compared to the S1-U reference point for normal eNBs. This would imply that an attacker could inject/modify packets on the UP Un reference point. However, the DeNB could do sanity checks of the decrypted packets to check if the fields of the packet headers are reasonable IP headers (e.g., checksum, IP version number etc). In addition, the DeNB could use the Counter Check procedure to thwart injection attempts. Another option is to add integrity protection for the user plane of the Un reference point. This does however not sound very promising, as SA3 (with input from RAN2) decided not to add integrity protection for the Uu reference point of LTE since it added too much overhead and processing.
Preliminary conclusion: For end-to-end protection between RN and core network, the same backhaul protection as for normal eNBs should be re-used. For hop-by-hop protection, SA3 must first decide if integrity protection should be mandatory for the Un reference point before it makes sense to talk about which protocol to use.
4
Conclusion and proposal
· Preliminary conclusion: Depending on how much an operator trusts its DeNB, hop-by-hop security could be allowed. However, to be able to support cases where the DeNB is not trusted it must also be possible to provide end-to-end protection between the core network and the NB for both user plane and control plane traffic.

· Preliminary conclusion: For end-to-end protection between RN and core network, the same backhaul protection as for normal eNBs should be re-used. For hop-by-hop protection, SA3 must first decide if integrity protection should be mandatory for the Un reference point before it makes sense to talk about which protocol to use.
It is proposed that SA3 discusses the above and take the input into account when replying to RAN2/RAN3 about the security aspects of the relay node architectures.
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