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FIRST CHANGE
Annex A (informative):
Example for Charging via IdP

A service providing node (RP) in the OpenID interworking scenario may not necessarily want to support Diameter or RADIUS and underlying protocols. On the other hand, those services might wish to have the possibility for easy billing via the operators (if the operator offers this possibility). The RP most likely supports web service, hence we give an example how the RP can send the needed information to a suitable operator node (e.g. IdP if hosted by the operator, but that depends on the contractual agreements and the operator network topology) in the body of a web service message. Below are the web service versions of the Credit Control Request and Credit Control Answer messages (taken from [15]).

The receiving node in the operator network needs to extract the values of the web service fields and put them into the diameter fields of the same name. It adds the Diameter header data and the Diameter session id. For the web service based CCA the converse process has to take place. When receiving the CCA, the node, needs to extract the session-Id and determines the corresponding RP (i.e. when doing the conversion web service CCR to CCR conversion, he has to store this pair). The conversion node has also to store the token in connection with the session-id.
The Service-Context-Id in the CCR and web serviced based CCR should contain information about the RP to avoid errors in the sender checking. In the GBA based case the NAF-ID of the protocol conversion node will be placed in the Origin-Host in the CCR and web service CCR. The Service-Parameter-Info element in the web service CCA may be used and contain a token to enable the RP to recognize the corresponding answer to the request later on, this would not be needed for CCA (since we there don’t have an intermediary). In the all the messages the Auth-Application-Id element contains the OpenId identifier for the RP.

The RP in most cases does not have the subscription information. If the node taking care of the conversion has the subscription information i.e. an identity recognizable by the charging responsible network node, then he places it in the Subscription-Id field.

Below is an actual example of a potential web service based CCA and CCR:

<?xml version="1.0" encoding="UTF-8"?>

<wsdl:definitions name="CCService"

                  targetNamespace="urn:3gpp:IdM:CCService:2009-10"

                  xmlns:typens="urn:3gpp:IdM:CCService:2009-10"

                  xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" 

                  xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" 

                  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

                  xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/"> 

  <wsdl:types>

    <xsd:schema targetNamespace="urn:3gpp:IdM:CCService:2009-10">

      <!-- Extension element definition -->

      <xsd:complexType name="tExtension">

        <xsd:sequence>

          <xsd:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

        </xsd:sequence>

      </xsd:complexType>

      <!-- Request WS Credit Control Request parameter definitions -->

      <xsd:element name="requestWSCCRInfo">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="Origin-Host" type="xsd:string"/>

            <xsd:element name="Origin-Realm" type="xsd:base64Binary"/>

            <xsd:element name="Destination-Realm" type="xsd:string"/>

            <xsd:element name="Auth-Application-Id" type="xsd:string"/>

            <xsd:element name="Service-Context-Id" type="xsd:string"/>

            <xsd:element name="CC-Request-Type" type="xsd:integer"/>

            <xsd:element name="CC-Request-Number" type="xsd:integer"/>

            <xsd:element name="Destination-Host" type="xsd:string"/>

            <xsd:element name="User-Name" type="xsd:string"/>

            <xsd:element name="CC-Sub-Session-Id" type="base64Binary"/>

            <xsd:element name="Acct-Multi-Session-Id" type="xsd:string"/>

            <xsd:element name="Origin-State-Id" type="xsd:integer"/>

            <xsd:element name="Event-Timestamp" type="xsd:dateTime"/>

            <xsd:element name="Subscription-Id" type="xsd:string" minOccurs=”0”/>

            <xsd:element name="Service-Identifier" type="xsd:string"/>
            <xsd:element name="Terminatin-Cause" type="xsd:string"/>
            <xsd:element name="Requested-Service-Unit" type="xsd:string"/>
            <xsd:element name="Requested-Action" type="xsd:string"/>
            <xsd:element name="Used-Service-Unit" type="xsd:string"/>
            <xsd:element name="Requested-Service-Unit" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Multiple-Services-Indicator" type="xsd:string"/>
            <xsd:element name="Multiple-Service-Credit-Control" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Service-Parameter-Info" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="CC-Correlation-Id" type="xsd:string"/>
            <xsd:element name="User-Equipment-Info" type="xsd:string"/>
            <xsd:element name="Proxy-Info" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Route-Record" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="AVP" type="xsd:string" minOccurs=”0”/>
          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <!-- Request WS Credit Control Answer parameter definitions -->

      <xsd:element name="requestWSCCAInfo">

        <xsd:complexType>

          <xsd:sequence>
            <xsd:element name="Result-Code" type="xsd:integer"/>

            <xsd:element name="Origin-Host" type="xsd:string"/>

            <xsd:element name="Origin-Realm" type="xsd:base64Binary"/>

            <xsd:element name="Auth-Application-Id" type="xsd:string"/>

            <xsd:element name="CC-Request-Type" type="xsd:integer"/>

            <xsd:element name="CC-Request-Number" type="xsd:integer"/>

            <xsd:element name="User-Name" type="xsd:string"/>
            <xsd:element name="CC-Session-Failover" type="integer"/>

            <xsd:element name="CC-Sub-Session-Id" type="base64Binary"/>

            <xsd:element name="Acct-Multi-Session-Id" type="xsd:string"/>

            <xsd:element name="Origin-State-Id" type="xsd:integer"/>

            <xsd:element name="Event-Timestamp" type="xsd:dateTime"/>
            <xsd:element name="Granted-Service-Unit" type="xsd:string"/>
            <xsd:element name="Multiple-Service-Credit-Control" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Service-Parameter-Info" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Cost-Information" type="xsd:string"/>
            <xsd:element name="Final-Unit-Indication" type="xsd:string"/>
            <xsd:element name="Check-Balance-Result" type="xsd:integer"/>
            <xsd:element name="Credit-Control-Failure-Handling" type="xsd:integer"/>
            <xsd:element name="Direct-Debiting-Failure-Handling" type="xsd:string"/>
            <xsd:element name="Validity-Time" type="xsd:dateTime"/>
            <xsd:element name="Redirect-Host" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Redirect-Host-Usage" type="xsd:integer"/>
            <xsd:element name="Redirect-Max-Cache-Time" type="xsd:string"/>
            <xsd:element name="Proxy-Info" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Route-Record" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="Failed-AVP" type="xsd:string" minOccurs=”0”/>
            <xsd:element name="AVP" type="xsd:string" minOccurs=”0”/>
          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <!-- Request WS Credit Control Requestinfo fault parameter definitions -->

      <xsd:element name="requestWSCCRInfoFault">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name="errorCode" type="xsd:integer"/>

            <xsd:element name="errorText" type="xsd:string" minOccurs="0"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

    </xsd:schema>

  </wsdl:types>

  <wsdl:message name="requestWSCCRInfoMessage">

    <wsdl:part name="body" element="typens:requestWSCCRInfo"/>

  </wsdl:message>
  <wsdl:message name="requestWSCCAInfoMessage">

    <wsdl:part name="body" element="typens:requestWSCCAInfo"/>

  </wsdl:message>
  <wsdl:message name="requestWSCCRInfoFaultMessage">

    <wsdl:part name="body" element="typens:requestWSCCRInfoFault"/>

  </wsdl:message>

  <wsdl:portType name="CCServicePortType">

    <wsdl:operation name="requestWSCC">

      <wsdl:input message="typens:requestWSCCRInfoMessage"/>

      <wsdl:output message="typens:requestWSCCAInfoMessage"/>

      <wsdl:fault name="FaultName" message="typens:requestWSCCRInfoFaultMessage"/>

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name="CCServiceBinding" type="typens:CCServicePortType">

    <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>

    <wsdl:operation name="requestWSCCRInfo">

      <soap:operation soapAction="urn:3gpp:IdM:CCServiceAction:2009-10"/>

      <wsdl:input>

        <soap:body use="literal"/>

      </wsdl:input>

      <wsdl:output>

        <soap:body use="literal"/>

      </wsdl:output>

      <wsdl:fault name="FaultName">

        <soap:fault name="FaultName" use="literal"/>

      </wsdl:fault>

    </wsdl:operation>

  </wsdl:binding>

  <wsdl:service name="CCService">

    <wsdl:port name="CCServicePort" binding="typens:CCServiceBinding">

      <!-- add SOAP address location URI below -->

      <soap:address location="http://add.here.uri.to/CCService"/>

    </wsdl:port>

  </wsdl:service>

</wsdl:definitions>


NOTE: 
Some of the CCA and CCR message fields are of type grouped. The data is specified as a sequence of AVPs, hence the string type is used for the conversion of those. The message from the mobile network to the service provider might alternatively concentrate several diameter events into an ASN.1 record and converting this into XML. The service can not utilize that method in the opposite direction. 
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