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Abstract of the contribution:
A Key Hierarchy is introduced to UTRAN in order to improve the security level in the presence of the new deployment scenarios and to ensure that a security breach in UTRAN will not propagate into E-UTRAN. In this contribution a detailed UTRAN Key Hierarchy picture is added.
4.5
The UTRAN Key Hierarchy
The already defined E-UTRAN key hierarchy is, as noted, required to be unchanged (using UMTS AKA and producing KASME from CK, IK and further deriving KeNB and NAS keys). Notice that E-UTRAN uses many more keys than UTRAN does so that the hierarchies will not be identical. The UTRAN key hierarchy is assumed to be based on a key KASMEU, derived from USIM provided (CK, IK).  Another two new keys are defined: CKU and IKU, which are derived by KASMEU. CKU is the ciphering key and IKU is the integrity protection key. The UTRAN Key Hierarchy is shown in the figure 4.5-1 below:
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Figure 4.5-1: UTRAN Key hierarchy
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