2

3GPP TSG-SA3 (Security)
S3-092234
SA3#57, 16-20 November 2009, Dublin, Republic of Ireland
revision of S3-092096
Source:
Nokia Corporation, Nokia Siemens Networks
Title:
pCR on CMP deployment architecture for temporary backhaul document
Document for:
Discussion and approval

Agenda Item:
6.2.1
Support for backhaul security
Work Item / Release:
NDS_Backhaul / Rel-9
1. Introduction

This contribution proposes text for the clause 9.1 “General”.
The generalised architecture of initial certificate enrolment and of certificate renewal is given.
Note on the revised version:
- In some places the wording RA/CA was replaced by network. This takes care of the fact that the exact location of base station authentication in the network may depend on the architecture selected in the future.
- In addition the term eNB was replaced everywhere by base station.
2. pCR
The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

************************** start of changes ************************

3.2
Abbreviations

…..

RA
Registration Authority

************************** start of next change *********************

9.1 General

To be added.

9.1.x
Architecture
Figure 9.x shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.

[image: image1]
Figure 9.x: Overview of the security architecture

Editor’s Note:
The above figure 9.x contains the Network Element Manager (NEM) and an SEG with dashed lines. It is ffs if these elements are to be included. If NEM is included, then it is ffs whether, and, if so how, the CMP client functionality is to be split between base station and NEM.
The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed.
Step 1: On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed certificate of the base station and the vendor root certificate pre-installed in the network. In a response message the base station receives the operator-signed certificate. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified.
Step 2: Using the operator-signed certificate the base station can authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station authenticates the SEG using the operator root certificate.
NOTE:
Step 2 is the normal usage of the backhaul link of the base station according to TS 33.210 [1].
If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.
Editor’s Note:
The exact methods of operator network authentication (if and, if yes, how) and the provisioning of the operator root certificate to the base station are ffs. There are four methods under discussion:
- provisioning of operator root certificate on installation site,
- provisioning of vendor root certificate and cross-signing of the operator CA certificate by vendor PKI,
- provisioning of an operator organisation (e.g. GSMA) root certificate and cross-signing of the operator CA certificate by the organisation PKI,
- no authentication of operator network on enrolment.
The three latter variants require the transfer of the operator root certificate to the base station on CMPv2 protocol run.
************************** end of changes *************************
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Vendor root certificate is pre-installed.





Vendor-signed certificate of base stationeNB public key is pre-installed.
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Step 1: the base stationeNB obtains the operator-signed certificate on its own public key from RA/CA using CMPv2.
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Step 2: Enrolled base stationeNB certificate is used in IKE/IPsec.
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Operator root certificate is pre-installed.
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