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1
Introduction
When downloading an encrypted MCIM into a TRE, there is a need for a standardized way to represent the data in the MCIM. One potential way would be to use ASN.1 for this. In this pCR, a simple ASN.1 definition is proposed that described the data in the MCIM before and after it is encrypted 
4
Proposal
Include the example ASN.1 definition in the appendices to illustrate how the MCIM data could be sent into the TRE.
5
PCR

B.2.3.x
Example of potential ASN.1 encoded MCIM 
This section shows a potential ASN.1 definition used to transport MCIM parameters and potential software to the TRE. In the example the following parameters are used:

· -the subscriber key (denoted akakey);
· the IMSI;
· the MCIM service table (denoted mst), the functionality corresponds to the USIM service table;
· the forbidden PLMN list (denoted fplmn);
· the access control class (denoted acc);
· administrative data, e.g., information concerning the mode of operation according to the type of USIM (denoted ad);
· the maximum value of STARTCS or STARTPS. This value is used to control the lifetime of the keys (denoted thresh).
· the de-personalization control keys associated with the OTA de-personalization cycle (denoted dck)
· the co-operative network list used for the multiple network personalization services (denoted cnl)
· 
Additionally, the proposed definition allows an optional inclusion of software, represented by the element MCIMSWCODE, enabling the possibility to download and update algorithms etc. in the TRE.,Below is the definition called the MCIMProtocol is illustrated:
MCIMProtocol DEFINITIONS 

    AUTOMATIC TAGS ::= 

BEGIN

    MCIMBLOB ::= SEQUENCE {


version

MCIMVersion,

 
effields 
SEQUENCE OF EFDATA,


code

MCIMSWCODE OPTIONAL

    }

    MCIMVersion ::= INTEGER { v1(0) }

    EFIDS ::= INTEGER {
akakey(1),      -- akakey does not exist as an EF in 3GPP TS 31.102 V9.0.0 

                       
imsi(28423),
-- EF='6F07'H=28423

                       
mst(28472), 
-- EF='6F38'H=28472




fplmn(28539), 
-- EF='6F7B'H=28539




acc(28536), 
-- EF='6F78'H=28536




ad(28589),  
-- EF='6FAD'H=28589




thresh(28508),  -- EF='6F5C'H=28508




dck(28460), 
-- EF='6F2C'H=28460




cnl(28466)}
-- EF='6F32'H=28466    

    EFDATA ::= SEQUENCE {


efid

EFIDS,


efbytes   
OCTET STRING

    }

    
-- efbytes are the big endian representation of the AKA key


-- otherwise the bytes from the EF fields in 3GPP TS 31.102 V9.0.0

    MCIMSWCODE  ::= SEQUENCE {


swcodeLength 
INTEGER,

        swcodeBinary 
OCTET STRING

    }

END
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