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1. Overall Description:

In its LS (S5-094198, LS on multiple IPSec Tunnels for “dual-mode” femto) SA5 stated that during discussions of the information model for HeNB, a question was raised regarding whether multiple IPSec tunnels are needed for different technologies (UMTS/LTE) in case of ‘dual-mode’ femto.  In addition, SA5 affirmed that the current BBF HNB TR-196 supports multiple IPSec tunnels, but binding of childSA to which technology may not be explicitly defined. Furthermore, SA5 confirmed that the general opinion in SA5 is to allow for both options, i.e. to have the option of two tunnels or one tunnel and not restrict it in the definition of the data model. As an action, SA5 requested input from SA1 and SA3 to better understand the best way to proceed.
2. SA3 Reply:

SA3 would like to thank SA5 for their LS on multiple IPSec Tunnels for “dual-mode” femto (S5-094198).

SA3#57 discussed security considerations with regards to multiple IPSec tunnels for different technologies (UMTS/LTE) in case of ‘dual-mode’ femto. Since at the time of drafting of this Reply LS SA3#57 has not yet received Reply LS from SA1, SA3#57 made an assumption that both options (two tunnels or one tunnel) are allowed.
It is SA3 opinion that from a pure security point of view, allowing both options, i.e. to have the option of two tunnels or one tunnel, does not add any additional security vulnerabilities, assuming that the tunnels share the same end point. 

In addition, SA3#57 discussed a potential problem with H(e)NB cloning attack detection. The only means for the operator to detect cloned H(e)NB, it is to monitor the number of simultaneously established IPsec tunnels. SA3 recommendation is to limit the number of simultaneously established IPsec tunnels from a given H(e)NB for normal operation.
3. Actions:

To 3GPP TSG-SA WG5
ACTION: 
3GPP TSG-SA WG5 kindly request 3GPP TSG-SA WG5 to take the above answer into account.
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