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1 Introduction

This contribution proposes content for the section 6.2 "binding HPM ID and Device ID": a simple description is added, similar to the SIM-lock mechanism implemented in most of the ME. Therefore, a reference to the TS 22.022, section 8, on ME personalization is added, to provide a comparison to what is expected.
In order to have also binding enforcement in the network side, a new section is added: 7.4 "Device and HPM authorization". This section introduces an authorization mechanism ran before the establishment of the IPsec tunnel and based on white-lists and black-lists, in order to verify IDs provided by the H(e)NB to the network and check if they are authorized by the operator. A second mechanism is added to monitor possible simultaneous IPsec tunnels corresponding to a single ID, that could indicate fraud attempts (like H(e)NB cloning).

2 Proposed changes
******************start of first change*****************************
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******************start of 2nd change*****************************
6 Security Procedures in H(e)NB
6.2 Binding of HPM ID and Device ID
If HPM is supported, the H(e)NB shall be able to enforce a binding between its own device ID and the HPM ID or a list of HPM ID defined by the MNO (e.g. a range of HPM ID corresponding to a the MNO). This mechanism is similar to the SIM-lock mechanism described in TS 22.022, section 8 [X].

The H(e)NB shall authorize the establishment of the IPsec tunnel to the core network and the setup of its air interface only if this binding is fulfilled.
******************end of 2nd change*****************************
******************start of 3rd change*****************************

7.4 Device and HPM authorization
Once Device authentication and (optional) Hosting Party authentication have been performed, prior proceeding with the  IPsec tunnel establishment, the network shall be able to perform an authorization step based on Device_ID and (if Hosting Party authentication is performed) on HPM_ID. 
More precisely, it shall be possible for the network to perform authorization based on withelist/blacklist (stored in the AAA) and their possible combination. For instance, based on operator policy, the IPsec tunnel shall not be established: 

· if the device_id turns out as being listed in the blacklist; 

· (provided that HP authentication is performed) if the HPM_id turns out as being listed in the blacklist;  

· (provided that HP authentication is performed) if the pair {Device ID, HPM ID}is not listed in the whitelist.  
NOTE: The network shall be able to detect and report multiple simultaneous IPsec tunnels established with the same Device ID or the same HPM ID (if used). The detection and reporting features may be ensured by a FIGS, in association with the SeGW.
7.5 IPsec Tunnel Establishment

******************end of 3rd change*****************************
